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It’s tax season and there is a scam going around I want you to be aware of. You might
receive a phone call where the caller will say they are from the IRS, you need to pay a tax bill
with a credit card immediately or you’ll go to jail. This is a scam!
As always, do not give out any personal information over the phone. Be aware that calls of
this nature are not legitimate, no matter how official they sound. The IRS will never
telephone you about taxes due; they send official notices only by U.S. mail.
Now, not only are the “bad actors” impersonating the IRS, but as part of their sophisticated
scams they are even able to deposit something that looks like a “refund” to your bank
account, then call you to demand its return. Here are some steps you can take to stay alert to
fraud of this type:
1. If you get a call purporting to be from the IRS – or bank, credit card company, etc. –
hang up. If you think the call might be legitimate (such as your bank asking about a
suspicious or especially large transaction), call back immediately at the main number
for the bank or other institution’s website. Again, do not answer any questions or give
out or confirm any personal information to an unsolicited caller.
2. Check your financial accounts daily. You are more likely to notice a problem if you
keep tabs regularly. And be sure to watch for small transactions of a dollar, or just a
few cents—these may indicate a bad actor is testing your account to see if it is
vulnerable.
3. Set up alerts for account activity. Many financial institutions let you set up an alert
(usually a text message or email) when your card is used. This can help you become
aware of unusual activity quickly.
Please feel free to reach out to us if you would like more information about keeping your
personal information safe. Thank you for allowing me to work with you to reach your
financial goals, and I wish you continued success.
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