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A Quick Guide to Cyber Security for Aspiring 
Business Owners 

 
One of the best things you can do for your small business is protect it from cyber security 
threats – specifically phishing, distributed denial-of-service (DDoS) attacks, and ransomware. 
Small businesses are especially vulnerable to these types of threats, largely because 
cybercriminals know they can access vast amounts of sensitive information such as credit card 
numbers, banking details, medical records, and other valuable data. Most companies will have 
no idea they’ve suffered an attack until it’s too late.  
 
As an aspiring entrepreneur, there are several steps you can take today to protect your small 
business in the future. This guide from the experts at Comprehensive Financial Partners tells 
you how.  

Why cyber security Matters for Small Businesses 

Regardless of company size, cyber security is crucial. According to an article published on 
WIRED, about 67 percent of small businesses have suffered a cyber attack at some point, while 
58 percent have fallen victim to a data breach. These types of attacks are not only damaging to 



 

a company’s reputation, but they also cost small businesses an average of $25,000 per year. 
The Denver Post notes that about 60 percent of small businesses close within six months of 
falling victim to a cyber attack.  

Simple Tips to Protect Your Small Business 

Understanding the importance of cyber security and having a cyber security plan in place can 
help to protect your small business from hackers, identity thieves, phishing scammers, and 
other types of cybercriminals. Start by completing an online cyber security course, as free and 
paid options are available through Udemy, Future Learn, Coursera, NexGenT, and Cybrary. The 
SBA’s Office of Entrepreneurial Education is a great resource as well.  
 
After learning the basics of cyber security, take the following preventative measures to protect 
your small business from phishing, malware advertising, ransomware, and other security 
threats: 
 

● Create strong, unique, and lengthy passwords. Avoid using the same passwords for 
several accounts, and make sure your passwords are longer than the once-
recommended eight characters. Most IT experts now recommend passwords be 13 to 20 
characters long. Password managers like Norton Password Manager, NordPass, and 
LastPass can help you to keep track of them all. 

● Offer cyber security training for employees. Once you begin hiring employees, be 
sure to train them on cyber security and establish security protocols they must follow.  

● Protect any device with internet connectivity. All web devices with internet 
connectivity need virus and malware protection, including smartphones, tablets, and 
desktop computers.  

What to Do if Your Small Business Suffers an Attack 

As we mentioned above, more than half of all small businesses have been victimized by 
cybercrimes such as DDoS attacks, phishing, online scams, and identity theft. And while there 
are steps you can take to reduce your risk of suffering an attack, it’s important to be prepared so 
you can respond accordingly in the event that you do fall victim to cybercrime.  
 
If your small business suffers a cyber attack, start by identifying the threat and taking immediate 
steps to contain the breach. Refer to your company’s incident response plan to reduce 
downtime and prevent further damage from occurring.  
 
As an example, websites infected with viruses should be quickly taken down to protect your 
company’s reputation. If your passwords have been compromised, change them immediately 
and sign up for two-factor authentication (when available).  



 

The Bottom Line: Don’t Skimp on Cyber Security 

Aspiring entrepreneurs must invest in cyber security for their small businesses, as doing so will 
protect their company’s reputation, sensitive data, and relationships with clients, customers, 
vendors, and employees. The impact of cybercrime ranges from reputational damage to lost 
revenue and customers, and entrepreneurs must take steps early on to protect their companies 
from cyber threats that could put them out of business.  
 
Fortunately, working with an experienced IT solutions provider will help to mitigate the risk of 
cyber attacks, protect sensitive consumer data, and address key security concerns. 
 
Comprehensive Financial Partners provides a full range of customized tax and financial 
planning services. Call 212-223-0330. 


