
Are you aware that your financial records -including your credit report -are shared without your permission? 
Most Americans believe their personal and financial information is private, protected by law. Still, much of 
what you may have thought was under lock and key gets sold and shared on a routine basis, all quite legally. 
You do have some say in all this, however. So, the best way to protect your privacy rights is to know them. 

The issue of privacy –the ability to control one’s personal information-is a growing concern. There is a 
tremendous amount of information that is captured, stored and merged about us. That information is protected 
by a patchwork of regulations and rules. Institutions have a legal responsibility to manage information in a 
secure manner. They must protect it from illegitimate access, including hacking and unauthorized employee 
access. 

There are loopholes, however. Much of that information can be shared. Many people think we have more 
privacy protection than we actually do. They would be astounded to learn how much information can be 
shared. 

Two big loopholes: Institutions can freely share information among their affiliates, and many have hundreds of 
affiliates. Actually read one of those privacy policy statements you get in the mail from beginning to end. With 
some companies, you might be surprised how little privacy they promise. Many institutions -including credit 
reporting agencies -can sell your credit report to credit card and other companies who wish to make you a 
"pre-approved" offer. 

Fortunately, you do have the right to "opt out" often just by calling the phone number on a company’s privacy 
policy notice. To have your name removed from a credit bureau mail list, call the toll-free number: (888) 567-
8688. Or go to www .optoutprescreen.com. 

  

Additionally, credit bureaus can share a wealth of detailed information about you upon request from others. 
That’s really why credit bureaus exist -they are businesses whose service is to collect and profile data to help 
other businesses make decisions about doing business with you. By law, anyone "with legitimate business 
need" can request your credit report. 

These include: 

-Anyone considering granting you credit. 

-Landlords. 

-Insurance companies. 

-Employers and potential employers (but only with your consent). 

-Current lenders. 

-State child support enforcement agencies. 

You do have rights. Under the Fair Credit Reporting Act, you have the right to 

-Obtain a free copy of your credit report once a year. (This is something new, the result of 2004 legislation.) 
For your free report, call toll free: (877) 322-8228 or go to www.annualcreditreport.com. 

-Know who has received a copy of your credit report. 

-Dispute inaccurate information. Explain negative information. 



-Opt out of having your information used for marketing purposes, as explained above. 

The best protection is to take control of your own privacy. In addition to opting out of allowing your information 
to be shared for marketing purposes, we recommend the following to protect your information from being 
stolen or misused: 

-Shred sensitive documents before throwing them out. 

-Review your credit report annually 

-Put passwords on your credit card, bank and internet accounts. (Suggestion: Make up a password not 
related to your mother’s maiden name, your father’s middle name, etc. These are less secure than you may 
think. ) 

-Do not give out your Social Security number unless you know how it will be used and protected. (And, yes, 
this can be a real hassle, since everyone these days, it seems, wants to get your SS # for their own 
purposes.) 

-Monitor credit card statements. If a bill has questionable transactions or invoices stop arriving, contact the 
issuer immediately. 

-Deposit outgoing mail directly in a post office collection box and retrieve your mail immediately. (Some 
people have all their mail delivered to a post office box and then pick it up themselves.) 

Know your privacy rights and actively manage your personal information. While there are no guarantees your 
data will not be misused, you can reduce the odds by increasing your knowledge and vigilance. 
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