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 A recent survey indicated that identity theft is a major concern for a high percentage of 
consumers.  In fact, it was listed as the top concern by 44 percent of those surveyed.  Second, at 
22 percent, was their own death or that of a loved one.  There are three major areas of identity 
theft:  

• Financial information: accessing credit card and bank account information as well as 
Social Security. 

• Tax information: gaining access to tax records to build a file of information and/or 
stealing refunds. 

• Medical information: getting access to private medical records and then posing as that 
person to obtain medical services and/or file fraudulent claims.   

Any compromise of these can cause significant immediate pain in your financial life.  They can 
also have long lasting effects on you.   

 All that is necessary in order to be a victim of identity theft is the misappropriation of 
some personally identifiable information.  So, it is very important that you all that you can to 
protect yours.  Here are a few things you can do to help protect yourself: 

• Limit what you share on social media.  (Be aware that anything you share, like your 
dog’s name could compromise you if you use it for one of your security questions). 

• Shred all important documents before discarding them. 
• Do not give your Social Security number to anyone just because they asked for it.  Find 

out why they need it and how they will protect it.   
• Do not keep your Social Security card in your wallet – store it in a safe place.   
• Be very careful about sending documents that have personal information on them by e-

mail.  Insist on use of a secure system for doing that. 

Children are often victims because there is so little information about them and parents 
very seldom think to check their records.  Millennials can be vulnerable from accepting 
friends they do not know or from oversharing.  People in life transitions (recent separation, 
marriage, new parents, or new homeowners) can have additional exposure because there is so 
much sharing of information.  The elderly can also be vulnerable because they often have 
less experience with using on-line systems and there is also the possibility for diminished 
mental capacity.   

If you suspect your identity has been stolen, you should act immediately.  Here are some 
things that you should do: 

• Contact the companies where you believe the fraud occurred.  You will probably 
have to close or freeze the accounts that were compromised. 



• Contact at least one of the three major credit reporting agencies: Equifax, 
Experian, or TransUnion.  You will want to request a fraud alert, which will be in 
effect for one year.  This forces businesses to verify your ID before issuing any 
credit to the person requesting it.  Have them give you copies of your credit report 
so you can review all the information. 

• Place a security freeze on your credit report.  This will force credit bureaus to get 
your express approval before they release any information in your report. 

• Obtain the documents related to the fraudulent transactions.   
• Block the reporting of any damaging information in your credit reports.  

Otherwise, fraudulent transactions can be placed in your credit file and impact 
your credit in the future.   

• Report your ID theft to the FTC and reach out to local law enforcement:  The FTC 
will create a report which may be helpful for you. 

• Contact the IRS to make sure you are not also the victim of tax-related identity 
theft.  The IRS has improved its process for protection of taxpayer identity 
considerably but there are still plenty of incidents of fraudulent refund claims.   

• Alert your health insurance company and care providers to make sure no one has 
tried to use your identity to obtain health care.   

• Reach out to your local DMV to prevent someone from using your identity 
information to impersonate you.   

These steps can help you with recovery from ID theft and there is no way to protect 
yourself completely.  However, it is very important in these times when information is so readily 
available to be proactive.  Even if you do all you can to prevent a loss, there is still going to be 
the possibility that you could be targeted.  I recommend a good identity theft protection system 
to both control your information and aid with recovery if it does happen.  The two I am most 
familiar with are LifeLock and IDSeal.  Both offer monitoring and protection and insurance to 
help with recovery.  There are certainly other programs, as well.  Feel free to shoot me an email 
if you would like more information on these.   

 

 

 

Dennis J. Rogers, CPA, CFP® is a Registered Principal offering securities and advisory 
services through United Planners Financial Services. Member FINRA/SIPC. Rogers & 
Kirby and United Planners Financial Services are not affiliated. He is a partner in a 
financial advisory practice in Phoenix that focuses on helping clients make smart decisions 
about their money based on their personal core values. He can be reached at 
dennis@rogerskirby.com or 602-748-1900. 
Material discussed is meant to provide general information and it is not to be construed as 
specific investment, tax or legal advice. Neither United Planners nor its financial 
professionals render legal or tax advice. Please consult with your accountant or tax advisor 
for specific guidance. 
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