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Healthcare and Health Insurance Fraud 
 

Living in a world in which we are consistently connected, sharing our information (both knowingly and 
unknowingly) and instant gratification for those answers, or help, we seek, has made our vulnerability volatile.  
This series will deal with heightening our awareness on fraudulent behaviors. The information was provided 
directly from the Federal Bureau of Investigation website, https://www.fbi.gov/scams-and-safety/common-fraud-
schemes.   I have copied much of the information directly from this website. It does not provide attributes to any 
specific author(s).  
 
The FBI indicates that seniors are especially vulnerable to these schemes. Seniors tend to have more money, 
making them better targets.  Most seniors are trusting and polite.  They are less likely to report a fraud because 
they are embarrassed they were scammed, do not realized they were scammed until well after or just don’t know 
how to go about reporting a scam. Seniors also are more susceptible to promises that can make their retirement 
years more “Golden” and are easy victims to those false promises. 
 
I must say it is depressing to see and hear about all the scams that exist out there. Seniors are not the only prey 
out there.  These con artists come up with ingenious ways to get your guard down and cause you to react without 
thinking.  
 
Health care related schemes attempt to defraud private or government health care programs, which usually 
involve health care providers, companies, or individuals. These schemes may include offers for (fake) insurance 
cards; health insurance marketplace assistance; stolen health information; or medications, supplements, weight 
loss products, or pill mill practices. 
 
The FBI seeks to identify and pursue investigations against the most egregious offenders involved in health care 
fraud through its investigative partnerships with federal, state, and local agencies, as well as its relationships with 
private insurance national groups, associations, and investigative units. Listed below are some of the most 
common health care fraud and health insurance fraud scams that the Bureau investigates, as well as tips to help 
prevent you from being victimized.  
 
Common Fraud Schemes 

▪ Medical Equipment Fraud: Equipment manufacturers offer “free” products to individuals. Insurers are 
then charged for products that were not needed and/or may not have been delivered. 

▪ “Rolling Lab” Schemes: Unnecessary and sometimes fake tests are given to individuals at health clubs, 
retirement homes, or shopping malls and billed to insurance companies or Medicare. 

▪ Services Not Performed: Customers or providers bill insurers for services never rendered by changing bills 
or submitting fake ones. 
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▪ Medicare Fraud: Medicare fraud can take the form of any of the health insurance frauds described above. 

Senior citizens are frequent targets of Medicare schemes, especially by medical equipment manufacturers 
who offer seniors free medical products in exchange for their Medicare numbers. Because a physician has 
to sign a form certifying that equipment or testing is needed before Medicare pays for it, con artists fake 
signatures or bribe corrupt doctors to sign the forms. Once a signature is in place, the manufacturers bill 
Medicare for merchandise or service that was not needed or was not ordered. 

 
Tips for Avoiding Health Care Fraud or Health Insurance Fraud 

▪ Never sign blank insurance claim forms. 
▪ Never give blanket authorization to a medical provider to bill for services rendered. 
▪ Ask your medical providers what they will charge and what you will be expected to pay out-of-pocket. 
▪ Carefully review your insurer’s explanation of the benefits statement. Call your insurer and provider if you 

have questions. 
▪ Do not do business with door-to-door or telephone salespeople who tell you that medical services or 

equipment are free. 
▪ Give your insurance/Medicare identification only to those who have provided you with medical services. 
▪ Keep accurate records of all health care appointments. 
▪ Know if your physician ordered equipment for you. 
▪ Do not open spam e-mail, Internet advertisements, links in forums or social media, and questionable 

websites that promise health care-related goods or services that seem too good to be true, as they likely 
are fraudulent. 

 
Health Care Fraud 
Rooting out health care fraud is central to the well-being of both our citizens and the overall economy. Health care 
fraud costs the country tens of billions of dollars a year. Some patients are also harmed in furtherance of these 
schemes. 
 
The FBI is the primary agency for exposing and investigating health care fraud, with jurisdiction over both federal 
and private insurance programs. Health care fraud investigations are considered a high priority within the Complex 
Financial Crime Program, and each of the FBI’s 56 field offices has personnel assigned specifically to investigate 
health care fraud matters. Our field offices proactively target fraud through coordinated initiatives, task forces and 
strike teams, and undercover operations. 
 
The Bureau seeks to identify and pursue investigations against the most egregious offenders involved in health 
care fraud through investigative partnerships with other federal agencies, such as Health and Human Services-
Office of Inspector General (HHS-OIG), Food and Drug Administration (FDA), Drug Enforcement Administration 
(DEA), Defense Criminal Investigative Service (DCIS), Office of Personnel Management-Office of Inspector General 
(OPM-OIG), and Internal Revenue Service-Criminal Investigation (IRS-CI), along with various state Medicaid Fraud 
Control Units and other state and local agencies. On the private side, the FBI is actively involved in the Healthcare 
Fraud Prevention Partnership, an effort to exchange facts and information between the public and private sectors 
in order to reduce the prevalence of health care fraud. The Bureau also maintains significant liaison with private 
insurance national groups, such as the National Health Care Anti-Fraud Association, the National Insurance Crime 
Bureau, and private insurance investigative units. 
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How Criminals Steal Your Information  
Beneficiaries should always be aware of potential fraudulent activities when dealing with medical providers via the 
Internet and during their normal daily activities. It is important to know who you are dealing with and why, since 
many health care fraud scams involve the theft of patients’ medical information, which is then used in schemes to 
obtain reimbursement for services and goods not provided. 
 
Here are some of the most common methods used by criminals to fraudulently obtain patient insurance 
information: 

▪ Providing an inducement, such as money or a gift, to beneficiaries to visit a location (normally medical 
clinics) where identities are obtained when the patient signs in. 

▪ Obtaining patient information when patients obtain a free screening, a method frequently seen at health 
fairs. 

▪ Inducing medical personnel with access to patient insurance information to copy the material and provide 
it to those involved in fraud schemes. 

▪ Purchasing the information from others involved in fraud, including owners of fraudulent companies and 
marketers of stolen patient and physician billing information. 

▪  
One of the most effective ways to determine if insurance information is being used without your knowledge is to 
review the explanation of benefits forms sent from your insurance company. These forms list the services and 
supplies supposedly provided to patients from medical providers. If any billings are suspect, immediately contact 
the insurance company. 
 
Protect Yourself  
Here are several tips on protecting your information—and yourself—from unscrupulous heath care fraudsters: 

▪ Safeguard insurance cards and benefit information. Make sure there is a legitimate reason to provide your 
insurance card or insurance information to others, and be especially vigilant if your information is 
requested when services are offered for free, or any offers are made during telemarketing calls. 

▪ Be aware of gifts or other inducements from visiting medical providers. Don’t accept unnecessary 
equipment or products, and report any suspicious or unusual activity. 

▪ When receiving medical supplies, be sure to check that you were sent what actually was ordered—for 
example, instead of a power wheelchair, you receive a much cheaper scooter.  

▪ Be aware of your surroundings in medical facilities. For example, when completing a physician visit, be 
wary of a medical office that lacks normal medical equipment, or if personnel fail to conduct normal 
patient health checks, like taking your temperature and blood pressure. 
 

If you suspect fraud, contact your health insurance company (most have toll free numbers to report fraudulent 
activity). Medicare fraud can be reported to 1-800-HHS-TIPS (1-800-447-8477). You also can contact your local FBI 
or HHS-OIG offices or your state’s Medicaid fraud office. 
 
The real message here is to stay on our guard. I felt as I prepared for this series that it is only a matter of time 
before I become susceptible to any of these. There are many innovative crooks out there and some may exist in 
our own families. I don’t mean these newsletters to be scary, but it’s current life in the USA. Unfortunately, with 
the internet and little tracing, it’s hard to get and convict the scoundrels. We hear too often of those that have 
been affected by fraudulent dealings and hope that writing and distributing information on it may help you 
become more aware of these scams so that if you are ever in this type of situation, a red flag will come up and 
cause to KEEP YOUR GUARD UP! 



 
 

 

 
Our comprehensive program at Edu4Retirement, Inc. is designed to teach people about retirement and the various 
issues that confront each person as they make their solo journey into retirement.  To obtain copies of other series, 
visit our website at http://www.edu4retirement.com/p/newsletters. 
 
We are forever learning as we go through this process, since family dynamics, personal desires and amounts 
involved can be infinitely different. However, the patterns we see in personal behavior and decisions of our clients 
make our experience very helpful to most. 
 
Michael Callahan and Steve Tillona are available for any questions that may arise as you make this journey.  You 
may contact us at: 
 
Michael Callahan: 
mc@edu4retirement.com 
860-863-4155 
 
Steven Tillona 
stillona@edu4retirement.com 
860-863-9984 
 
Edu4Retirement, Inc. specializes in providing retirement education and advice to our clients along with appropriate 
investment products to assist in mitigating retirement risk. Please think of us when it comes to retirement 
planning.  We appreciate your referrals. 
 
 

http://www.edu4retirement.com/p/newsletters
mailto:mc@edu4retirement.com
mailto:stillona@edu4retirement.com

