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This month, in light of all the recent
hackings going on, I'll go over the
highlights from our client dinner on
Cybersecurity and how to keep
yourself safe.

Last month we held a Cybersecurity dinner for
our clients with guest speaker Joe Pearson,
Chief Technology Officer of the Financial
Services Network. By the time we finished our
dinners, we were all rather frightened by all the
ways the hackers are trying to access our
information.

Would you like to see how your knowledge
about online security stacks up against other
adult Americans? Take this quiz:
Cybersecurity Quiz

Joe Pearson had a great handout that is now
on our website: Cybersecurity Handout

Here are my top take aways from Joe's talk:

1. Use different passwords for every site. Use
difficult passwords with upper and lower
case letters, numbers and symbols. If you
want to use a password manager Joe felt
that 1password was one of the better ones.
Want to know more about password safety?
http://passwordday.org

2. Do NOT use public Wi-Fi at Starbucks, the
airport, your hotel, or anywhere else they
offer it unless you are using a VPN (Virtual
Private Network).

3. Use a VPN - this will ensure that all your
internet based services are encrypted and
protected, (services to consider include
IPVanish VPN, PIA, TorGuard and
ExpressVPN)

4. Be careful where you go and what you click
on the web and in emails. Don't click on
links without careful consideration. Did you
know that 20% of ads on Facebook lead to
malicious software?* If you are unsure
about the safety of a website, you can copy
the URL and paste it into a site advisor
website such at Norton SafeWeb (
https://safeweb.norton.com ) There you can
at least check for reported issues with a
website.

5. Use AntiVirus software
6. Keep your software updated
7. Backup all important data (services to

consider include carbonite and mozypro)

*Statistic derived from "Scams and Spam to

Avoid on Facebook", Candid Wuest Principle
Software Engineer, Forwarded by the
Facebook Security Team.
The material in this article is excerpted from
Joe Pearson's article, A Basic Guide to Internet
Security. The company names or links
mentioned herein are for educational purposes
only andnot an endorsement for their products
or services.
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Infographic: 4 Things to Do in the 4 Years Before College
College is a huge financial undertaking. With costs increasing every year and the prospect of too
much student debt at the forefront of many families' minds, it's more important than ever to be an
educated college consumer. Go into the planning process wisely with these four steps.
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Student Loan Debt: It Isn't Just for Millennials
It's no secret that today's college graduates
face record amounts of debt. Approximately
68% of the graduating class of 2015 had
student loan debt, with an average debt of
$30,100 per borrower — a 4% increase from
2014 graduates.1

A student loan debt clock at finaid.org
estimates current outstanding student loan debt
— including both federal and private student
loans — at over $1.4 trillion. But it's not just
millennials who are racking up this debt.
According to the Consumer Financial Protection
Bureau (CFPB), although most student loan
borrowers are young adults between the ages
of 18 and 39, consumers age 60 and older are
the fastest-growing segment of the student loan
market.2

Rise of student debt among older
Americans
Between 2005 and 2015, the number of
individuals age 60 and older with student loan
debt quadrupled from about 700,000 to 2.8
million. The average amount of student loan
debt owed by these older borrowers also
increased from $12,100 to $23,500 over this
period.3

The reason for this trend is twofold: Borrowers
are carrying their own student loan debt later in
life (27% of cases), and they are taking out
loans to finance their children's and
grandchildren's college education (73% of
cases), either directly or by co-signing a loan
with the student as the primary borrower.4
Under the federal government's Direct Stafford
Loan program, the maximum amount that
undergraduate students can borrow over four
years is $27,000 — an amount that is often
inadequate to meet the full cost of college. This
limit causes many parents to turn to private
student loans, which generally require a
co-signer or co-borrower, who is then held
responsible for repaying the loan along with the
student, who is the primary borrower. The
CFPB estimates that 57% of all individuals who
are co-signers are age 55 and older.5

What's at stake
The increasing student loan debt burden of
older Americans has serious implications for
their financial security. In 2015, 37% of federal
student loan borrowers age 65 and older were
in default on their loans.6 Unfortunately for
these individuals, federal student loans
generally cannot be discharged in bankruptcy,
and Uncle Sam can and will get its money — the
government is authorized to withhold a portion
of a borrower's tax refund or Social Security
benefits to collect on the debt. (By contrast,

private student loan lenders cannot intercept
tax refunds or Social Security benefits to collect
any amounts owed to them.)

The CFPB also found that older Americans with
student loans (federal or private) have saved
less for retirement and often forgo necessary
medical care at a higher rate than individuals
without student loans.7 It all adds up to a tough
situation for older Americans, whose income
stream is typically ramping down, not up, unlike
their younger counterparts.

Think before you borrow
Since the majority of older Americans are
incurring student loan debt to finance a child's
or grandchild's college education, how much is
too much to borrow? It's different for every
family, but one general guideline is that a
student's overall debt shouldn't be more than
his or her projected annual starting salary,
which in turn often depends on the student's
major and job prospects. But this is just a
guideline. Many variables can impact a
borrower's ability to pay back loans, and many
families have been burned by borrowing
amounts that may have seemed reasonable at
first glance but now, in reality, are not.

A recent survey found that 57% of millennials
regret how much they borrowed for college.8
This doesn't mean they regretted going to
college or borrowing at all, but it suggests that it
would be wise to carefully consider the amount
of any loans you or your child take out for
college. Establish a conservative borrowing
amount, and then try to borrow even less.

If the numbers don't add up, students can
reduce the cost of college by choosing a less
expensive school, living at home or becoming a
resident assistant (RA) to save on room costs,
or graduating in three years instead of four.
1 The Institute for College Access & Success,
Student Debt and the Class of 2015, October 2016

2-7 Consumer Financial Protection Bureau, Snapshot
of Older Consumers and Student Loan Debt, January
2017

8 Journal of Financial Planning, September 2016

The intersection of student
loan debt and Social
Security benefits

Since 2001, the federal
government has collected
about $1.1 billion from Social
Security recipients to cover
unpaid federal student loans,
including $171 million in 2015
alone. During that time, the
number of Americans age 50
and older who have had their
Social Security benefits
reduced to pay defaulted
federal student loans has risen
440%.

Source: The Wall Street
Journal, Social Security
Checks Are Being Reduced for
Unpaid Student Debt,
December 20, 2016
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Do I need to file a gift tax return?
If you transfer money or
property to anyone in any year
without receiving something of
at least equal value in return,
you may need to file a federal

gift tax return (Form 709) by the April tax filing
deadline. If you live in one of the few states that
also impose a gift tax, you may need to file a
separate gift tax return with your state as well.

Not all gifts, however, are treated the same.
Some gifts aren't taxable and generally don't
require a gift tax return. These exceptions
include:

• Gifts to your spouse that qualify for the
marital deduction

• Gifts to charities that qualify for the charitable
deduction (Filing is not required as long as
you transfer your entire interest in the
property to qualifying charities. However, if
you are required to file a return to report gifts
to noncharitable beneficiaries, all charitable
gifts must be reported as well.)

• Qualified amounts paid on someone else's
behalf directly to an educational institution for
tuition or to a provider for medical care

• Annual exclusion gifts totaling $14,000 or less
for the year to any one individual (However,
you must file a return to split gifts with your
spouse if you want all gifts made by either
spouse during the year treated as made
one-half by each spouse — enabling you and
your spouse to effectively use each other's
annual exclusion.)

If your gift isn't exempt from taxation, you'll
need to file a gift tax return. But that doesn't
mean you have to pay gift tax. Generally, each
taxpayer is allowed to make taxable gifts
totaling $5,490,000 (in 2017, up from
$5,450,000 in 2016) over his or her lifetime
before paying any gift tax. Filing the gift tax
return helps the IRS keep a running tab on the
taxable gifts you have made and the amount of
the lifetime exclusion you have used.

If you made a gift of property that's hard to
value (e.g., real estate), you may want to report
the gift, even if you're not required to do so, in
order to establish the gift's taxable value. If you
do, the IRS generally has only three years to
challenge the gift's value. If you don't report the
gift, the IRS can dispute the value of your gift at
any time in the future.

What is an ERISA fiduciary?
The Employee Retirement
Income Security Act (ERISA)
was enacted in 1974 to protect
employees who participate in
retirement plans and certain

other employee benefit plans. At the time, there
were concerns that pension plan funds were
being mismanaged, causing participants to lose
benefits they had worked so hard to earn.
ERISA protects the interests of plan
participants and their beneficiaries by:

• Requiring the disclosure of financial and other
plan information

• Establishing standards of conduct for plan
fiduciaries

• Providing for appropriate remedies,
sanctions, and access to the federal courts

It's the fiduciary provisions of ERISA that help
protect participants from the mismanagement
and abuse of plan assets. The law requires that
fiduciaries act prudently, solely in the interests
of plan participants and beneficiaries, and for
the exclusive purpose of providing benefits and
paying reasonable expenses of administering
the plan.

Fiduciaries must diversify plan investments to
minimize the risk of large losses, unless it's
clearly prudent not to do so. Fiduciaries must
also avoid conflicts of interest. They cannot
allow the plan to engage in certain transactions
with the employer, service providers, or other
fiduciaries ("parties in interest"). There are also
specific rules against self-dealing.

Who is a plan fiduciary? Anyone who:

• Exercises any discretionary control over the
plan or its assets

• Has any discretionary responsibility for
administration of the plan

• Provides investment advice for a fee or other
compensation (direct or indirect)

Plan fiduciaries may include, for example,
discretionary plan trustees, plan administrators,
investment managers and advisors, and
members of a plan's investment committee.

Fiduciaries must take their responsibilities
seriously. If they fail to comply with ERISA's
requirements, they may be personally liable for
any losses incurred by the plan. Criminal
liability may also be possible.
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