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Protecting Your Email Address? But we give it out all the time! 

Our digital fingerprint is everywhere. Each time we log onto a website we are being tracked. We provide our email 

address to get information updates, news, get new business or new e-friends. What’s wrong with that? 

Well, maybe nothing except others can steal that email address along with the other data that we supply in the 

open. If we do a profile on a social media network and tell where we were born, our dog’s name, where we went 

to high school, our kids exploits, our favorite hobbies, we are providing the data for email thieves to change our 

passwords. We are giving them the data they need to answer your security questions. Once they have changed 

your email password, they are off and running with your identity.  

Now, with your email in hand, the email thieves can go to your credit card on-line access, bank accounts and other 

financial institutions and change access to those, take the money or make unauthorized charges. They can also 

read your correspondence and gather information about your family, friends, business associates, personal 

information about taxes, income, medical records, travels and transactions. 

Know that you may be subject to exposure from a hack from a major company with which you do business. 

Below are key change suggestions that I took away from a recent book I read by Sean M. Bailey and Devin Krupp 

titled Hack-Proof Your Life Now! 

Key Change #1: Use a separate email address for your financial accounts.  

By making this change, you will protect your assets and make the penetration of your financial records much more 

difficult.  

Key Change #2: Set notifications of any password or email changes to at least two sources for you.  

You can also request that you be notified anytime someone changes or attempts to change your password or email 

address. This is an important change so that you can keep track. Have the notifications sent to your primary 

correspondence email as well as your financial accounts email so you know when something occurs.  

This is an easy task to do. Most financial institutions indicate when a change is attempted. Make sure you click on 

the option to be notified.  

Key Change #3: Make stronger passwords and don’t use the same one all the time. 

The passwords we use must also be protected. Never use 1234 or password. Use something that is meaningful to 

you and possible goal setting.  

EatLessExerciseMoRe is good, but EatLess#$ Exer@cise!MoRe is much stronger. Keeping the same password for all 

logins is a recipe for disaster. The authors estimate that over ½ of us use weak passwords.  



 
 

 

They also suggest doing something simple like rolling a die 5 times and getting a series of random numbers such as 

3,2,5,6,6,2. Go to a website Diceware.com and select from over 7700 5 letter words that provide a phrase. 

Separate words with symbols and we have a very strong password.  

Key Change #4: Use a two-step security measures when possible. 

Lastly, use a two-step process when using the websites of financial institutions when available. It’s a pain in the 

neck to get a code texted to your phone to log-in, but it’s better than spending thousands to recover your identity 

and money.  

These are certainly not foolproof items if our identity is stolen but they can go a long way to helping use secure our 

digital identity: our email address.  

Throughout our income earning years, we take the necessary steps so that we may retire comfortably, both 

financially and emotionally.  We all do our best to keep our finances and information secure, but a small mistake or 

absent minded click can put us into Cyber Chasm that could take years to fix and be very expensive, draining you of 

all your efforts.  We are providing this series of our Client and Advisor Newsletters to alert you about some actions 

you should take to protect your own personal data so that what you worked so hard for can be protected. 

Our comprehensive program at Edu4Retirement, Inc. is designed to teach people about retirement and the various 

issues that confront each person as they make their solo journey into retirement.  To obtain copies of other series, 

visit our website at http://www.edu4retirement.com/p/newsletters. 

 
We are forever learning as we go through this process, since family dynamics, personal desires and amounts 
involved can be infinitely different. However, the patterns we see in personal behavior and decisions of our clients 
make our experience very helpful to most. 
 
We hope you enjoy the personal journey as we cover each of these issues.  Please rely upon us to help deliver the 
decisions that fit your desires and ultimately helping you to feel empowered about your retirement.  Michael 
Callahan and Steve Tillona are available for any questions that may arise as you make this journey.  You may 
contact us at: 
 
Michael Callahan: 
mc@edu4retirement.com 
860-863-4155 
 
Steven Tillona 
stillona@edu4retirement.com 
860-863-9984 
 
Edu4Retirement, Inc. specializes in providing retirement education and advice to our clients along with appropriate 
investment products to assist in mitigating retirement risk. Please think of us when it comes to retirement 
planning.  We appreciate your referrals. 
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