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We hope everyone is surviving the winter and is hopeful, as we are, that spring is just around the corner.  The markets continue to 
surprise on the upside, in spite of the government’s attempts to derail it with fiscal cliffs, debt ceilings and sequestrations. Where it 
will go from here is anyone’s guess.  Although none of us has control over where the markets go, we all can take steps to control 
our vulnerability to identify theft and email fraud.  Attached are two articles that talk about identity theft and things you can do to 
protect yourself.  At Pinnacle we have taken steps to avoid these types of issues as well. We send an email confirmation to you if 
you request a withdrawal from your account, and we require additional steps from clients who want to wire money to a third party. 
All of this is done to protect our clients from theft. 
 

We have also included an article about turning your retirement nest egg into a lifetime income.  With the decline in defined benefit 
pension plans and their replacement by 401(k) type savings plans, investors bear much greater responsibility for preparing for 
retirement. There are many different thoughts on safe withdrawal rates; however, the timing of your retirement can cause those 
percentages to be vastly different.  As many of you know, Pinnacle has  
implemented a Wealth Management Program that helps our clients navigate  
these various issues and gain peace of mind regarding their retirement years.  
Please contact your advisor if you would like to discuss implementing this program.  
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We appreciate your trust in Pinnacle and look forward to serving your financial  
needs for years to come.  
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he latest box-office hit is “Identity Thief,” earning more than $36 million in its opening weekend to become the No. 
1 movie in the country. But when identity theft occurs in real life, it costs American 

families billions of dollars and is the No. 1 consumer complaint in the U.S.  

“This movie offers a humorous portrayal of an identity theft victim who takes matters 
into his own hands and hunts down the con artist who has stolen his identity. 
Moviegoers will find this scenario hilarious, but the crime of identity theft itself is no 
laughing matter,” says Patricia Seaman, senior director with the Denver-based National 
Endowment for Financial Education® (NEFE®). “But this is a teachable moment to 
understand the consequences of identity theft. Becoming a victim of fraud by having 
your identity misused can wipe out years of savings and assets and threaten your 
future security.” 

During the two hours it takes to sit through the movie, more than 2,000 Americans will 
be victimized by criminals who steal bits and pieces of their personal data for financial 
gain estimates Identity Theft 911, an identity-fraud management firm based in 
Scottsdale, Ariz. And the Federal Trade Commission (FTC) reports that identity theft 
has been the top consumer complaint for the past 12 years in a row. In 2001, the FTC 
logged 86,250 complaints from those victimized by identity theft. By 2011, the number of complainants had risen to 
279,156—a 224 percent increase in 10 years.  

 How ID Theft Happens 

The crime of identity theft occurs when someone steals personal information and uses it without permission. It can 
devastate household finances, credit history and reputation—as well as take time, money and patience to resolve. 
Identity thieves may gain access to your private information by: 

 Claiming to be a representative of your financial institution. 

 Sifting through your trash for discarded papers. 

 Stealing newly issued items such as credit cards, checks, utility bills, insurance statements and benefits 
documents from your unsecured mailbox. 

 Looking over your shoulder at the ATM to capture your personal identification number (PIN). 

Thieves also may use more sophisticated tactics such as: 
  

 Phishing: Identity thieves send emails pretending to be 
financial institutions or other legitimate businesses, requesting 
your personal information to avoid an account closure or 
suspension. 

 Skimming: Thieves use a special storage device that 
steals credit or debit card numbers, which they then use to 
process transactions with your account. 

 Malware use: Scammers use malware—malicious 
software that affects computers—to obtain your personal 
information via the Internet. 

With access to your name, address, Social Security number, 
bank or credit card statements, or other personal information, 
identity thieves can open fraudulent bank, credit card, 
cellphone or other service accounts in your name; change 
your account information, such as your billing address and 
logins and passwords; or even secure loans in your name.  

T 

  Identity Theft Is No Laughing Matter       Source: National Endowment for Financial Education 



 2 

 
Protect Yourself from ID Theft 

“Unfortunately, there is no definitive way to ensure you will 
not become a victim of identity theft. Yet there are steps you 
can take to minimize the chances that your information will be 
stolen and used by a thief,” says Seaman.  

Pay close attention to your credit report and regularly check 
for inaccuracies. You are entitled to a free credit report every 
year from each of the major credit report agencies—Equifax, 
Experian and TransUnion. You can order a detailed summary 
from each agency at www.annualcreditreport.com. You also 
should regularly check your children’s credit reports, as 
identity theft among children is on the rise. You can initiate a 
fraud alert on your credit report, making it harder for an 
identity thief to open accounts in your name. When you have 
an alert on your report, a business must verify your identity 
before it issues credit. 

Never give out your Social Security number, bank account information or other private data to unknown organizations 
or people. Most people who fall victim to identity theft mistakenly give out their personal information to fraudsters who 
appear to be representing a legitimate business. Remember, even a financial institution that you work with will not 
contact you asking for this information. 
 

Additional measures of protection include: 
 

Using a different PIN or password for each personal account, and changing them frequently. 
 

 Being aware of phishing tactics, where an email looks like it is from a real financial institution or store          
but is meant to trick you into supplying personal data. Instead of clicking links in the email, contact the 
business by phone or in person. 

 Installing firewalls and anti-spyware on your computer to prevent viruses or downloads designed to           
steal your personal information. 

 Leaving your Social Security card, bank account numbers, passwords and PINs at home instead of       
storing them in your wallet. 

 Shredding papers that have account numbers or other personal details on them. 

 Stopping junk mail and credit card offers from being delivered to your home by calling 888-5OPT-OUT,         
or online at www.optoutprescreen.com. 

“People who see the ‘Identity Thief’ movie should enjoy the cinematic experience, but remember that this is not a 
realistic depiction of what happens when this crime occurs,” says Seaman. “Everyone should take the time to 
understand how identity theft happens and take the steps necessary to protect themselves. This is an essential part  
of personal finance.” 
 
Learn more about how to protect your personal information and prevent identity theft by visiting 
www.smartaboutmoney.org/Hot-Topics/Identity-Theft. 

 
About the National Endowment for Financial Education 
 

NEFE is an independent nonprofit organization committed to educating Americans about personal finance and empowering 
them to make positive and sound decisions to reach financial goals. For more information, visit www.nefe.org. 
 

For more information on minimizing your risk of identity theft, visit the following websites or call the toll-free numbers. 

 

Federal Trade Commission 
www.ftc.gov/idtheft 
877-ID-THEFT (877-438-4338) 
 

 

IRS Identity Protection Specialized Unit 
www.irs.gov/uac/Identity-Protection 
800-908-4490 
 

 

Identity Theft Resource Center 
www.idtheftcenter.org 
888-400-5530 
 

How securely are you storing your personal information? Take this quiz to find out: www.justice.gov/criminal/fraud/websites/idquiz.html 
 

 

http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13702&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13701&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13700&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13699&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13698&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13697&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13696&Action=Follow+Link
http://nefe.pr-optout.com/Tracking.aspx?Data=HHL%3d8%2b%3c1%403-%3eLCE58361%3d%26SDG%3c90%3a.&RE=IN&RI=1471529&Preview=False&DistributionActionID=13695&Action=Follow+Link
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he advisor received an unusual request via email from a “client”, but he didn’t think too much about it. The email 
requested the account balance and procedures for making a withdrawal. The advisor replied to the email by 

sending a signature form, which was signed and returned. When TD Ameritrade Institutional received the form, 
however, a representative called the advisor to confirm that he had communicated with the client directly, not just 
through email.  

 

“When that essential next step was taken and the advisor did reach 
the client by phone, he learned that the client’s email account had 
been hacked – and the wire transfer request was fraudulent,” 
according to Joe Scoggin, Team Manager of Advisor Risk Operations 
TD Ameritrade Institutional. 

 

A hacker had broken into the client’s email account seeking financial 
information, and found correspondence between the client and his 
advisor.  Pretending to be the client, the hacker sent a new email to 
the advisor requesting the account balance information and a wire transfer.  

 

“This episode is just one example of how thieves are attempting to use advisors’ desire to provide efficient and prompt 
service to exploit the vulnerabilities of Internet communications,” Scoggin says.   

 

Sometimes, cyber criminals pursue the strategy by creating slightly altered email accounts that superficially mimic a 
client’s account. If, for example, the real account is JohnDoe@xyz.com, the hacker might create phony accounts 
JohnDoe@xyz.net, JohnDoe@xyzz.com, JohnDoe1@xyz.com. An email sent from such a modified account could 
appear legitimate to busy advisors or their staff members. 

 

Using another technique, the criminal might hack into a client’s account and adjust the settings to block new emails 
from the financial institutions where the client does business.  The intention is to hide from the clients possible alerts 
about account withdrawals or other unauthorized activity.   

 
Fraud Warning Signs 
 

There are, fortunately, steps to take that can help protect businesses and clients. For example, several warning signs 

can alert advisors to the possibility that an email is fraudulent. The signs to watch for include: 

 The email contains an unusual or unexpected request to send money to a third party. 

 The email requests account balances and details about withdrawal procedures. 
 

 The email emphasizes the urgency of the transaction, while also providing reasons why phone contact with 
the “client” is not possible – they’re attending a funeral, busy in a business meeting, or visiting a sick relative.  

 Requests from you for a phone conversation or meeting are disregarded. 

 The email address is slightly different from the one the client previously used.  

 The email contains uncharacteristic spelling or grammatical errors. 

 

One of the best ways to prevent an illegal withdrawal is to 

communicate via telephone. Verbal verification is a reliable and 

quick safeguard.  And as always, it is important to report all 

suspicious emails to your advisor so that the necessary steps 

can be taken to evaluate a potential threat.   

  

T 

 Email Fraud Hazard Warrants Advisor Vigilance     Source: Advisor Solutions Q4 2012 
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n estimated 10,000 people are retiring every day, and this unprecedented surge of new retirees is expected to last 
for the next 17 years.  Many, perhaps most, will roll their retirement plan assets into an IRA account, and that 

money – plus Social Security and any taxable retirement accounts they may have – will provide their living expenses 
for the rest of their lives. 
 
This is different from retirees in the past, who often received regular payments from their  
defined benefit plans – their equivalent of a retirement paycheck.  Millions of new  
retirees are being required to make a new kind of calculation: how do I translate a  
lump sum retirement account into sustainable income over the rest of my retirement?   
For those of us who are accustomed to receiving income throughout our lives, this is  
not an easy calculation to make. 
 
Suppose, for example, a 65-year-old couple retires, and when their pension  
assets are rolled into the IRA, they have a total of $4 million between the IRA and 
their retirement accounts.  They can start receiving $1,750 a month from Social  
Security. With so much money in the bank, they feel comfortable joining an  
expensive country club, traveling around the globe, and before long, a large  
recreational vehicle is parked in their driveway.  They remodel the kitchen.   
By age 68, they still have $2.5 million in the bank and back down to  
spending $170,000 a year. Are they all right, or not? 
 
This is the kind of calculation that financial planners who serve retiree  
couples wrestle with all day long, and there are few definitive answers. Some of the  
pioneering research into safe spending in retirement, most notably by Bill Bengen in La Quinta, CA, take into account 
what is called "sequence risk" – meaning that some unlucky retirees will experience a severe market drop in their 
early years, which will make it more likely that they'll run out of money before they die.  The research assumes that 
the retired couple wants to raise spending, each year, at exactly the inflation rate, so they maintain spending power.  
Then it looks at the historical market returns, and identifies a spending level that would have survived even the worst 
sequence risk scenarios.  The answer is between 4% and 4.5% of the retirement portfolio in the first year, with that 
dollar amount rising with the inflation rate each year. 
 
In our hypothetical retiree example, Social Security is paying for $21,000 of the couple's living expenses, meaning the 
portfolio has to come up with an additional $149,000, indexed to inflation, for the next 30 or so years.  That comes to 
almost exactly 6% of the remaining portfolio.  The couple feels financially solvent, but they are really highly at risk if 
the market turns down in the next few years. 
 

Other research, notably by Jon Guyton in Minneapolis, MN, has factored 
in the possibility that a retired couple will be willing to forego inflation 
increases in years when their retirement portfolio has lost money.  This 
so-called "adaptive withdrawal" strategy allows a retiree couple to raise 
spending to 4.8% of the initial portfolio.  Once again, under this other 
scenario, our hypothetical couple is in the spending danger zone.  And 
this only covers a 30-year period.  People who live longer would need to 
live on somewhat less – but how do you know how long you'll live? 
 
Others, including Jim Shambo in Colorado Springs, have looked at the 
Bureau of Labor Statistics research on actual spending in retirement, and 
found data that questions the assumption that people in retirement only 
increase their yearly spending by the inflation rate.  Shambo found that 
the government-calculated Consumer Price Index appears to understate 
actual yearly increases in retirement spending by as much as one and a 
half percentage points a year – meaning if the CPI goes up by 3%, actual 
spending may rise by anywhere from 3.25% to 4.5%.  Using a more 
complex calculation, Shambo found that people age 75 and older were 
spending between 13.2% and 22.07% more than the inflation statistics 
would indicate. 
 

A 

 Turning a Pot of Money into a Lifetime Paycheck       
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f course, all of this research focuses on surviving the 
worst-case scenario – the times when the markets are 

least favorable to a comfortable retirement.  If the market 
climate is, instead, sunny during the early years of 
retirement, if our hypothetical couple happened to retire in 
the early years of a bull market, then their current spending 
won't be a problem, and they may actually be able to 
increase their lifestyle expenditures.   
 
The only way to stay in the safety zone is to have a 
professional run the numbers every year in light of recent 
market activity and long-term guidelines, and help you 
chart a course through the income maze.  Converting a 
portfolio into a paycheck is a surprisingly complex exercise.  
Ten years down the road, when a few million baby 
boomers are well into retirement, you may be reading 
about some of the simple, innocent, tragic mistakes they 
made with their spending decisions when it felt as if they 
were flush with cash. 
 
Sources:  
@http://www.fpanet.org/journal/HowtoAchieveaHigherSafeWithdrawalRate/ 
http://www.advisorperspectives.com/newsletters12/The_Fallacies_in_Todays_Retirement_Plan_Assumptions.php  
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 New Staff Member!  
 

  Pinnacle would like to introduce the newest member of our executive team. 
  

 
 
     
    Gary is very focused on youth sports and community involvement. He  
    is currently President of the Recreation Association of Highland,  
    President-elect of the Medina Rotary Club, and he serves on several  
    committees for Leadership Medina County. He resides in Medina with  
    his wife, Theresa, and their 6 boys. 

 

 Pinnacle News  

5 

Gary L. Wright is Director of Pinnacle 
Retirement Plan Services, a subsidiary of 
Pinnacle Wealth Planning Services. As 
director, Gary is in charge of Retirement 
Plan marketing, providing investment advice 
to retirement plans and providing fee-only 
fiduciary services. He received a BA in 
Finance from Kent State University and 
holds a Qualified Plan Financial Consultant 
(QPFC) designation from American Society 
of Pension Professionals and Actuaries 
(ASPPA), as well as the Accredited 
Investment Fiduciary (AIF®) designation 
from the Center of Fiduciary Studies.   
 
 

 

http://www.fpanet.org/journal/HowtoAchieveaHigherSafeWithdrawalRate/
http://www.advisorperspectives.com/newsletters12/The_Fallacies_in_Todays_Retirement_Plan_Assumptions.php

