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[JIM YOCKEY] 

Thank you all for sharing this time with us on a very important topic. Couple of years ago, 

many of you came when we did. Sean Ayers, who is with us again tonight, gave us a 

presentation on how to protect ourselves on the Web. One of the important features of 

doing this now is all of the things that I have been experiencing for the last few months that 

are treacherous. I know that if I can get caught on one of these, you might as well the 

people that you know might as well. It's important for us from time to time to sit back and 

let someone who is tuned in at a very high level on cyber security to tell us how to protect 

ourselves on the Web.  

 

Sean Ayers is the director of cybersecurity for the UPS here in Louisville. He has been 

enmeshed in cybersecurity for major companies and the military, which brought him up 

through the ranks, too, to be able to be an expert in cyber security. And believe me and he 

will tell you, too, it's a daily battle. So being a veteran and still in the guard, we thank him 

for doing that for us. As a meaningful person at a large corporation that is indeed 

vulnerable if the Pentagon is vulnerable, UPS probably will have the opportunity to test 

their mettle against the best on the world for whatever reason. But anyway, I'd like to 

introduce Sean Ayers, who is a friend, and he is graciously joining us tonight. We thank 

you for coming out to share and educate us. I believe me, we will spread the word. 

 

[SEAN AYERS] 

Thank you, Jim. Like you mentioned, I do have quite a bit of experience in this particular 

realm. It's not because I wanted it. I didn't seek it. I admit I'm not a geek. I don't really try to 

get into this area. I literally fell forward in life and it found me rather than me finding it. But 

now that I've collected such an extensive knowledge and an understanding of this 

particular domain, there are aspects that I feel is, you know, sort of within me. I just need 

to share this, right? Like I just need to share and let other folks know. A lot of it is going to 

cover things that you're probably very well understood and practical, but hopefully through 

this presentation you'll actually pick up maybe a tip, a trick, a technique, maybe a different 

way of thinking about things that will help you in your everyday endeavors.  

 

Let's say some of the topics we're going to cover tonight will be just talking about the cyber 

domain specifically. I think it's definitely worthwhile. We just kind of get in the right mindset 

and just kind of understand what are we up against, right? And then let's talk about 

credentials, all sorts of different things, different ways we relate to credentials, tax 
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protections, awareness, and then we can talk about passwords. I know that's a favorite 

topic, so we'll cover that. We'll also cover OPSEC portion. Talk about secure 

transmissions. No security brief would be complete without talking a little bit about 

phishing. So there's a little bit about phishing and smishing updating software, mobile 

devices, ransomware, home router tips, my my tons and tons of stuff to talk about. We're 

going to get through it, though, and it's going to be fun. 

 

So quick bio. Jim did a great job of introducing me. Like you mentioned, I got my start in 

the military itself. I do recall actually my first course is the Joint Analysis Cyber Command 

course down in Pensacola, Florida. In my class, interesting enough in my class, they 

asked who is not use the command line before and I was the only one to raise my hand at 

that point in my life. I literally was just working through the internet and different types of 

email. That was my extent of understanding networks, computers, digital devices and the 

domain itself. And then so that it carried me forward. I, like I mentioned, I'm still in the 

military, still working on the same sort of unit. It's bit more towards intelligence in the cyber 

domain. So obviously that leans more into understanding unique aspects about collection 

and trying to find great ways to collect information of all sorts of different things. And with 

that being said, I did spend quite a bit of time on active duty orders doing all sorts of 

different mission sets with trying to enhance collection capabilities in the cyber domain 

itself. 

 

Now, after that period in time, as you mentioned, I ended up over at UPS on the defensive 

side. So that was really unique. The one thing I did relate to very, very quickly was that 

U.P.S. is also a global enterprise. So that part was very familiar with me. And now 

protecting every little square inch of the global enterprise is quite a daunting task. So I 

started out first as an analyst, a cyber intelligence analyst and security operations center. 

Within three years, I was the manager. And now I am a director at InfoSec. UK's quick 

caveats military nor UPS. They don't sponsor me. I'm here on my own free volition, so they 

don't sponsor this. It's just a matter of facts that that is where that's where I work. 

 

That's what I do. Let's talk about the cyber domain, because I think this is such an 

interesting topic itself. A lot of times we don't understand what we're actually interacting 

with because the domain itself is nothing like what we've ever been introduced to. 

Everything we were introduced to is domains that are not even, you know, created by 

humans. Right. Like these are domains and we physically occupy that space inside of 
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those domains. Maybe not space, but we know it exists out there. Right. And so to me, it's 

very, very interesting that we call this area, we call it the cyber domain. It is a domain. 

There is a lot of things going on in there. And the hard part is we don't see it. We don't 

touch it, we don't smell it. We've none of our senses work in this domain. This is a very, 

very unique domain. And this just gives you all the snippets of how like they've how they've 

classified it as a domain. 

 

I think it comes into this to two big characteristics. Right. One is it literally is boundless. It is 

everywhere. All where is anywhere. It doesn't understand borders like there's really no 

borders. Now we try to segment networks and we try to do this that that's understandable. 

But the cyber domain itself completely limitless. I mean, it just is way out there. It's like a 

huge spiral that just never quits. And then, you know, beyond that, there's also the idea of 

really who controls this domain. Because here's the thing, is that this is a domain. And this 

is what I would really want to impress upon you if you learned nothing about anything else 

tonight, this is the one thing to take home: 

 

You are at a disadvantage in this domain. The attackers own that domain. They absolutely 

own it. Absolutely. Everything that we do as as people or as organizations, everything we 

do is a counter and a reaction to what's been happening in that domain. An attacker 

comes up with the idea of ransomware. Ransomware didn't exist ten years ago. Not like it 

is today. Like that was never even on anyone's tongue. An attacker comes up with 

ransomware, the whole world shatters and reacts. The attackers own this domain. And it's 

very important for us to realize that, like, we're in a disadvantage immediately. They study 

the domain. They are experts in the domain. They're more experts than I'll ever be. This is 

what they do day in, day out. They understand it. They study it. 

 

So when we think about the cyber domain and that the attackers actually own this domain, 

then you may be thinking, oh, that must be the bad part of town. That is where I don't want 

to hang out. I would liken it more towards a war zone because as Jim mentions, battles are 

happening right now. As I'm talking to you, literally people are attacking everything all over 

the place, although it could be opportunistic attacks could be very targeted attacks. You 

know, and that's what I'm trying to help you here today is just don't get wrapped up in the 

opportunistic attacks. Those attacks are just big gnats trying to grab, you know, low 

hanging fruit, so to speak, in those easy way is just a step. 
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Stay one step ahead, write targeted attacks. If somebody is literally targeting you in the 

cyber domain, that would be very, very difficult, very difficult for you to win that battle. And 

it's just that they likely have resources, time, energy efforts. They just they're just going to 

wait it out. You know, we're just you can't be hyper sensitive and hyper focused for 

extended periods of time. Like you just you'll just wear it down. But the idea is to get a little 

bit in there, right? Like, you know, as you're kind of touching that domain and getting in 

there and that's fine. But like I say, the attackers, they're at it all day, all day long. So when 

we think about this, too, we know the domain itself is hostile. 

 

Like it's a very hostile domain. I would gather to suspect, too, that we don't really 

understand the domain itself. It's like it's foreign, right? It's a foreign domain. And it's super 

dangerous. I mean, this to me sounds like I'm traveling out of the country. And I would go 

to the State Department website. I would say, hey, I'm going to this country. What do you 

all know about it? And they might tell me different terrorist groups or activity that's going on 

in that country, maybe different aspects that I need to be aware of. And I would check that 

before I went to that country. Right. Well, that's what we're hoping to kind of do today. Like, 

I'm hoping I'm like the State Department brief and I'm going to teach you a little bit about 

what the domain is that you interact with. Probably you're interacting with it right now with 

your phones. It's probably literally hooked up to the domain. And that's fine. That's okay. 

But let's just kind of talk about how to stay safe in there.  

 

So let's talk about credentials. This is necessary because this is an extremely important 

part, because we need to look at credentials a lot differently than I think, you know, as we 

typically see it. Right. This is credentials. This is what when we say credentials. If you have 

keys, wallet, like, just. Just put it right here. Right there on the desk in front of you. Just put 

a wallet, a key or something right in front of. Surely you guys have something in your 

pocket. No, it's very important because I want us to look at that when we say credentials. 

Because the thing is, is I'm trying to connect a tangible object to something that's not 

tangible. The domain itself is not tangible. We don't really think about things as tangible. 

But if we see on the table when I mentioned credentials and you see that's a key. 

 

That's a key to my house, that's my wallet, that has a lot of important information in it that's 

got my that's has access to my banks, that has access to my identity. That's what we're 

talking about when we come to credentials. And it's very important for us to kind of think 

about that every time we're interacting with the domain itself. Now, digital credentials are 
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exactly just like, you know, regular real world credentials. I mean, if you went anywhere 

and you had your ID and you were like, hey, this is me, that's your badge. 

 

Well, digital credentials are the exact same way. Sometimes we get a little bit too blasé 

when we're just entering in usernames and passwords and it's just like, boom. No, I mean, 

remember, you're not entering a username and password. You're entering your wallet, 

your keys. These are credentials. This in that domain that has access to everything you 

treasure and you absolutely adore credentials. Again, very clever that they are you in the 

cyber domain. Nobody knows you. And that's why it's always important for us to 

understand that when you're in the cyber domain, we always just consider you as a 

persona. That's a persona. I can literally be anybody I want to be in the cyber domain. 

Another unique aspect, we can't do that in the physical world. I think some of us try, but, 

you know, we really can't do that. The idea really is like I can literally be anybody and 

multiple personalities all at once in the cyber domain. So again, it's just a way to balance 

that. That's you. That's definitely you. Now, let's talk about how attackers actually get your 

credentials. 

 

One is really easy and everybody gets pounded all the time as far as like, don't do it, don't 

do it. Don't do the phishing. Don't do the phishing. You're almost shamed at this point. You 

know, in the careers. Like if you get phished, you're almost ashamed to admit it. It's like, 

Oh, oh, they got me, you know? But I will say, like, listen, the thing is, a lot of phishing is 

opportunistic, right? Opportunistic phishing. And the thing of it is, is that, you know, it's just 

a matter of synchronicity. 

 

Sometimes we have to understand the attackers don't know you. They're just throwing 

stuff out there, hoping it sticks. Hoping it sticks. I've had stories where, you know, a lady 

came to me and she was like, hey, I've messed up. 

 

You know, I've clicked the link and I said, All right, what happened? What happened? You 

know, it's frustrating, but, you know, fortunately everything was fine, you know, but the 

thing is, is that she had just ordered something on Amazon, literally just ordered it, and 

then she went and logged in to her email. 

 

Here comes an email very fresh from Amazon. Supposedly. And you know, those type of 

moments, those are hard. That's when her guard is down. You know, it's like, oh, I ordered 
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something. Amazon, here it is. I'm connecting that this makes sense. This I'm expecting 

something to come as some sort of notification so we can't stay safe all the time. It is hard, 

I'm trying to say it is hard in those moments to synchronicity can definitely occur. And 

that's why phishing works. Phishing absolutely does work. And it's tried and true. So that's 

one way that they can compromise your credentials. 

 

A lot of times how this works. Is that? For instance, they'll give you a link. Usually it's not 

malicious. It's not a malicious link. It's not any malicious attachments. You know, nothing 

like this where it's going to infect the computer. That's not what they're after. They need 

you to visit a page that looks familiar to you, whether it's your bank or whether it's 

Microsoft, you know, login page could be PayPal, could be target to be any number of 

things. 

 

They will make the page look very, very familiar to you. You'll enter in your credentials 

because you'll need to sign on your entering your credentials. And what then happens in 

the back is that they collect the credentials, they're harvesting the credentials, and then 

they redirect you back to the real page that you're supposed to be going to. And you'll be 

like, That seemed funny. I entered into my current credentials, but now I've got to enter 

them again. And you'll look at the page and it'll be the real page and you'll be like, Okay, it 

must be okay. 

 

No, it's not you. You've got your credentials harvested. Another way they can do this is 

through Malvertising. That's a fancy word. I mean, really, it's just about, you know, 

advertising on different types of websites and things like this. And this a lot of a lot of the 

malvertising can definitely grab your credentials, but a lot of times they'll try to hijack your 

browser, create a bunch of adware, things like this. So that's definitely one.  

 

Another one is like watering holes. This one's fun because you had you've done nothing 

wrong. You've done nothing wrong. The watering hole is where an attacker just patiently 

waits it out so they'll infect a website, generally a website that might be, for instance, 

popular or maybe a stu, a report card, like a news article. You know, that's really popular. 

Say, something exciting happened in the world. Could be any number of things today, but 

something exciting happens. And then, you know, sure enough, everyone's going through 

this one site that's reporting on it. Well, then that might be subjected to like a watering hole 

attack. 
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An attacker is going to compromise the actual code on that site. They can do this a lot of 

times to like different types of ad ads and things that are on the site that are supposed to 

be there. But in this way, they can definitely compromise the site. You go there, you visit, 

and then all the things are happening on the back end. And next thing you know, you 

usually got either like a keylogger or some other sort of surveillance piece of malware on 

your box, and then they're collecting your credentials as you log into other different types 

of websites. And then the other one is the good old fashioned web attacks.  

 

Now, this one is a little outside of your control slightly. We can talk about this as we move 

forward. But this is where basically you sign up for something, it's stored somewhere else. 

You don't have any control over it. And then an attacker is attacking that because it's 

usually a public facing asset and they have access or you can touch anything public 

facing. So they will then attack that company's breached. 

 

They give you that nice generic, you know, sort of notification. Your information may have 

been involved in this. And, you know, they try to downplay it and just basically say it's just 

maybe your name and then later it's your name and birthdate and all the good things. And 

then so this creates this kind of scenario. So in this instance, in this scenario, right, like you 

were just part of an unfortunate event, a breach. What happens, you know well, they've 

got a list is one, two, three company 123 companies breached now the person that 

breaches so we've got to understand how attackers work too. 

 

They're all specialized. I mean, you can think of it just like a city in a town and everyone's 

got their own little tasks and jobs to do. The attacker that breaches companies isn't the 

attacker that actually utilizes the content of that breach. They don't care. They're on to the 

next breach and they're just piling this stuff and throwing credentials out to the dark web 

for sale. And usually, you know, pennies on the dollar, sometimes just dependent on the 

credential and what it actually holds. But yep, the data is going to be sold, bad actors 

going to, you know, grab it and then they're basically going to spray the here's how this 

works is that they understand is one, two, three company they got breached they don't 

care because here's the thing. 

 

Oh, there's a nice little stat. You know, if they're 65%, they reuse the password. That's 

what we're trying to avoid. Right. Is like don't use the don't reuse the password because 
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then you're prone to this where the attackers are just going to spray everything, literally 

everything they've got. Websites are loaded, automatic boom, spray your username and 

password that you don't have control over on that breach and they'll spray it on everything, 

banks, emails, everything. And then, you know, another one got opened four or five, six. 

And that's what it's also just kind of talking about as well, because process just keeps 

repeating over and over again. They can constantly just keep breaching and they try out all 

the credentials. So that's why it's important not to reuse your password. 

 

So how do we protect those credentials? Remember credentials. She's wallets. We're 

protecting ourselves. How do we protect them? Okay. I've got kids. I do have kids. That's 

not significant. What is significant is they are completely different now. The same source 

DNA was created for all of them, you know, but it's like they are different now. One of 

them. One of them. I will share one of my kids. Causes me a lot more pain and I have to 

actually do a lot more. Okay. But I love that. I mean, how could you. It's that your kid, 

right? Like, I love that kid. That's how I feel about multifactor. Listen, listen. Multifactor is a 

pain. I get it. I get it. But I love Multifactor. Like, I love my kid. Like, oh, my goodness. This 

is such a fun, fun thing. 

 

Here's the thing. You are going to go through a little bit of pain now. We can limit this pain. 

We can absolutely limit this pain because we can steer it towards things that actually 

matter. Here's what matters. Your bank account, if you don't have a multifactor set up, I 

cannot urge you. Like, just do it right now. Like, just go ahead. Like, while I'm talking. Go 

ahead and just log in. Get it set up. You need to have multifactor authentication. 

Absolutely. One or 2% like positive because again, your credentials are you. And as soon 

as those credentials are not in the hands of you, then somebody else gets to pretend to be 

you. Now, we don't need multifactor on everything, you know. But here's the reason why I 

like it the most. 

 

Here is the reason I love multifactor authentication. The same thing that makes it so 

annoying is the same reason. I absolutely love it. There's no other thing that actually gives 

you detection capabilities, not protection. Protection. Yes, it's protecting you. 

 

We're talking detection. When's the last time you ever knew that? That a threat actor, a 

bad person, an adversary had your username and password. The correct ones, mind you, 

and used it probably after the fact. Probably after your bank or somebody contacting you 
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said, Oh my goodness, look at what happened. You are an unfortunate situation. 

Somebody is already like, you know, compromised your account when you get a being off 

your multi-factor authentication thing is that you logging in. You should be scared, alarmed 

and ready to rock and roll. Because when, like I say, when's the last time someone's going 

to actually notify you, Hey, I've got your username and password and I'm trying it and it 

could absolutely work except for that thing right there. So it does combine something, you 

know, like a password with something you have or something you are is like the 

biometrics, right? Like now that we're getting into like putting like fingerprints and 

everything else on it, our skin and faces, that's all fun. Yeah, great. But it's really just 

something you have. Like, a lot of times they try to, you know, use a text message on your 

on your phone or call your phone something to this effect, or you can have an 

authenticator application. Some of these are well known and established, but it is 

extremely important that you have this on very key resources within your life. Right. I 

would consider email a key resource and I would consider your bank a key resource, you 

know. 

 

Now, some of the things that can help are password managers. I know I get this question a 

lot like, hey, can we use a password manager? Which one do you recommend? I don't 

know. Like, pick one. It's fine. Like any of them, they're better than what you're doing now, 

I guarantee you. You know, the thing. The thing that makes the password manager so 

important is that they salt, they use salted hashes. I know this is a fun term. 

 

This is really what it comes down to is that multiple people all in the world. Right. We're 

billions. I'm sure we are. We're all doing our thing. Here's the thing that's really, really 

funny. You ever seen, like, you know, those doppelgangers? Yeah, like somebody in the 

world looks just like. How could that be? How could that be? Billions of people. Billions? 

Well, the same thing. They're going to billions of people. Someone's going to have the 

exact same password. The exact same password as you. The exact one. Now, that. Is that 

scary? I don't know. Not really scary. 

 

Here's the scary part. What if that person then is involved in a data breach? Now that 

password is part of an attacker's arsenal. Now they're going to stuff it in a full table, and 

they're just going to rattle that password next time they're spraying and praying. Could be 

you. I don't know. You know, so what happens with the salt? It is they put a very unique 

little slab of thing on on each little password. And it's unique to you. So, say if two people 
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have the password is rainbow, well, they will just salt each one with a little different, you 

know, three or four or five characters just on the end or on the beginning. And then when it 

hashes, it looks completely different and the attackers can't utilize the same password. So 

that's why I like password managers especially, is because they do use salted hashes. 

 

Very important. Unique challenge questions is at the very, very bottom. That is another 

great way to protect your credentials. Don't think too I guess casual about the challenge 

questions and don't use the same ones. But that can be a little scary too. 

 

So credentials and how to be aware of what is occurring with your credentials? Well, 

usually what we refer to it is basically a credential dump. Somebody has, you know, 

compromised an organization. They've got all the data and then they just dump all the 

credentials out. And they love doing this. Oh, they love it. They absolutely do. And they get 

pennies on the dollar, but they love just exposing everybody's passwords and usernames. 

How would you ever know? Well, there is an actually a great site and it's literally have I've 

been found one of the card poems. Well, it's just one of those geek things, you know, O's 

and PS right next to each other. And instead of someone typing out get known, they got 

palmed and it stuck. So this website is fantastic. It's ran by a very legitimate person and it 

basically comes down to this. 

 

You go to the website, this is, you know, sort of screengrabs here. It says how and I don't 

know if any one of you are aware of this, but it's real easy. You just put in your email 

address, you might have three or four email addresses. That's fine. You just put in the 

email address. Now, don't be shocked. Don't be shocked when you see this, the arrow 

points down, Oh, no, you've been poked. You might have. I mean, there's been a lot of 

data breaches and then you'll see breaches like it or it'll go through like these are the 

breaches that you were involved in, you know, Ticketfly or online spam bar, you know, and 

all this is just helpful information for you to think, okay, well what did it, what was I using as 

a password. Lincolnshire. Right. Like that. I'm not reusing that password, but more 

importantly, it lets you also, um, just understand from the collection that this person's 

available to access. If you've actually been part of some data breaches, there's likely data 

breaches you've been part of that you're not quite aware of. And this helps you kind of gain 

that sort of awareness. Yeah.  

 

So as we talk about credentials, I got to talk about passwords, passwords to pass, phrases 
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to forget about it. Passwords. Here's the definition. It's a secret word or expression used 

by authorized persons to prove their right to access. So such a generic description. 

Remember when passwords were fun and cool? No, you probably don't. You know, if they 

were right when you were a kid and you were like, Oh, my goodness, you know, I've got 

like something secret. And it is so secret that only a couple of us need to know and we 

need to create a password so we can ring each other, even though we all know each 

other. Right. And you just loved it. And it was like, yes, the password. I will never forget the 

password. Yeah. Passwords aren't fun anymore. They're. They're a nuisance. Here's 

characteristics of a strong passwords. At least 12 characters. You all have seen this a 

million times over. You all know this because a lot of times when you're logging in or 

starting accounts, this is exactly what they'll tell you. Hey, you need all this. You need all 

this stuff. Well, let me explain sort of how this works out, the shaking back here. 

 

Here's the thing. So characters, characters all the way on the left hand side, that's what 

we're talking about here. And then we're talking about how the complexity on the columns 

or all the complexities now is you're going to see as you're going to see right away. And, 

well, it's a very thin, faded blue line. But as you can see, up to eight characters, eight 

characters like it, even if you had the most complex password alive with eight characters 

with the current computing power busted in 8 hours, it doesn't have to be a known 

password. It just will get busted in any hours. That's the most complex like. And that's eight 

characters. Eight characters.  

 

Now, the 12 that they recommend, you can see now why they want you to do the 

numbers, the upper lowered symbols, everything. 34,000 years. It would take someone 

with today's computing power to actually break that password. You're in good shape. 

Yeah. You're not going to worry about that. We're not going to worry about that. But I think 

what we're trying to also emphasize is really that we can kind of think about this more as 

less complexity and more about character length when we think about character length. 

Sometimes we don't need all that complexity. In fact, the range now is called passphrase. 

 

You know, you think of maybe a color, you think of an animal and you think of a street you 

lived on, you know, orange, giraffe, parliament, you know, there you go. Now it's a 

passphrase. I can capitalize like a couple of little characters like that, and it's fine. The idea 

is we're stretching it out. We're getting longer. You know why that's important is because if 

we go back here, right, like when we talk about characters, 12 to 18 characters, even just 
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using upper and lower case characters, look at that 12, 300 years with today's computing 

power. Like we're not getting fancy with even introduce a number. We didn't introduce all 

this crazy, you know, Jiminy and all this stuff going through there. No, we just upper and 

lower case characters. But the idea is we just stretch it out, stretch it out, and then the idea 

is just have a passphrase, right? Like you just have a phrase. It doesn't need to be really a 

password. It can be a passphrase. 

 

The idea is just to try to stretch it out. Get the links. That's really what it comes down to 

because they can't bust it. You know, when it comes to, like, longer things, that's really 

what we use. It still should never use it. Absolutely. Now, this is what I call the pass-forget 

about it. Now, listen, we all been there. We want to get something in. It's like, hey, you got 

to have an account. And you're like, Oh, drat. Like, I've got to now fill in all these things. 

And then you fill it out. You create the new password. I'm saying, forget about it. Like, who 

cares? Like, you know what? There's a lot of sites out there that you probably visit very, 

very infrequently. I would say any site that you're not visiting every single month, it's a 

pass-forget about it. Who cares?  

 

Every time you log in, just say I forgot my username or password. Now you know you're 

actually increasing security because you're supposed to rotate your passwords every 90 

days. Every nine days is the recommendation. Most folks probably have trouble rotating 

once a year, you know, and that's okay. That's okay. But with a pass, forget about it. You 

don't have to remember it. They don't have to remember. It's a never a password you're 

getting to use. You can just type out whatever's happening. Warm, sunny day. You know, 

it doesn't matter because ultimately you're going to visit that site somewhere. What? I don't 

know, six months, eight months, two years from now. And it'll still have your information on 

there. It'll still have your information on the phone and just get a new password credit. 

Anyone who cares about them, just forget about the password. Don't need to remember all 

of them. But we only need MFA on the things that we absolutely need to guard and trust. 

 

We only need passwords and things we're going to access at least once a month. And 

then other than that, we can forget about it. Just don't worry about it. When we talk about 

this, all this talk of operational security, this is a military thing, OPSEC, they love it, but it is 

super, super important. And the reason why is because we do so many things that kind of 

unnecessarily expose us. Attackers are really good at collecting information. The attackers 

are really good at analyzing. Attackers are actually one of the some of the smartest people 
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probably on the planet. And they're smarter than me, like I say. And when it comes to 

actual cyber domain, they're like they're truly like very, very smart people. These are not 

mom's basement, you know, I don't know, jelly jam type people, these, you know, highly 

sophisticated folks. 

 

So OPSEC is really just about protecting things that we would normally be able to discard 

in one or maybe even two, but collected together, it reveals a lot more information about 

us than we feel comfortable with, really. And that's really what it comes down to and 

things, you know, people try to play games and things like this. And this is what I'm just 

trying to say when we talk about challenge questions, right? Like, don't these seem a little 

bit odd to you? I mean, do you remember your first grade teacher's name? That sounds a 

little bit too much information. 

 

What is this? This is what is your high school mascot? And this is hey, what is what is the 

first pet and what was its name? So these are little ways, though, that, you know, when we 

get caught up in the excitement or we get caught up in like, you know, I don't know the 

chain and everyone's play and everyone's having fun and we want to have fun, too. But we 

have to remember, like when we're unnecessarily, if we answered all three of these and 

these were even close to our challenge questions that bust it all all together right there. 

 

And why is that important? Because then an attacker doesn't even need to know your 

password. Right? Like they just need to actually control the communication channel. And 

this happens quite frequently, and they'll they'll they'll, you know, control their 

communication channel or they'll social engineer their attack and they can answer these 

type of questions based on their understanding and knowledge of you. And that's scary. 

And then the other thing I would mention, too, is just that any time you're asked to fill out 

any form online, any form, there's two things, really. Optional fields are optional. I don't 

ever look at a form and think, I'm going to fill this thing out completely. 

 

You know, this isn't supper time where I've got to clean my plate. I am not filling out 

anything that I'm not required to fill out. And then I will caution any and all of you. Anything 

you put on this form is stored like that. Stored like, is this a trustworthy organization? Do 

we feel okay about it? I mean, that information is just going to be stored in a database. 

Hope. I hope it doesn't get exposed to the Internet because that happens all the time. And 

then when an attacker scrapes this, this is the information they get. All of the information 
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that, you know, you've birthdate, email, gender, country, these are necessary information. I 

don't know. Isn't that important? I don't know. I have to pass on this one. 

 

But like I say, I feel it's definitely optional. Treat them as optional mandatory fields. I look 

them over. I feel like, what do you stored on me? What? Well, what's going on? And like 

this says, nearly 90% of the information collected literally comes from open source. This is 

how attackers leave and get by. They understand this domain. They understand that most 

people are more than willing to give them enough information for them to either crack the 

case or social engineer themselves into whatever they need to do. So be careful. That's 

really what this is all about. All right.  

 

Let's talk about secure transmissions. I dedicate one big slide to this. That's it, one. But it's 

so important. This is so important. We all know a.S.A.P and CBS. Why is it important? 

What is this attack scenarios playing out? I would liken it back to grade school. I love kids 

and I love being a kid, so I would like to back to grade school. And you know when you 

were in grade school and you were passing the notes and you know, that note had to go 

through a couple of different chains to get over to the person you wanted. And if you 

passed it over with something in what we consider a plain, clear text, the person that you 

just passed it to is likely to open it up and be like, Oh, oh, you love Jenny. Got it, you 

know? And then just keep passing it.  

 

That's what HTP is to HTP tells the world that you just love Jenny. That's just what that 

does. And it's so important because otherwise you figure it out some sort of scheme, you 

know, with your friends, your spouse, and you're like, No, we've got a little bit of a cipher. 

We've got a little bit of a code crack here. You know, maybe some numbers, maybe some 

special symbols. That's HTP s like even if when the attacker can open up that note and it 

says, I love Jenny, but it's just in a language they can't figure out, they don't understand. 

It's been encrypted, it's secure, and it's still there and they can still access it. But they don't 

know. They don't know what it says. It's so important. And especially the reason why I 

point this out is that there's times when I check it for sure, right? 

 

When I go to my banking site, I check it every single time. That's just something I check on 

my browser just to make sure that I've got my secure channel. And it's also something you 

would want to see, like in that registration form. If you're filling out a registration form and 

you're sending all that data, that's personal data. Be careful. Make sure that it's HTTPS. 
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There you go. One big fool. Slow but so important. Keep them communications super 

secure. Phishing is mission. 

 

So I'm hoping I can introduce something kind of new to you all because everybody 

understands phishing. They understand the name of the game. They understand what to 

look for. This is traditionally what you get, you know? Hey, the fake sender domain, the 

suspicious subject, the bad grammar o hovering over the links we've actually encountered 

malware. When you hover over the link it triggers so there's that it can definitely happen. 

It's not prevalent like it's not one I see a lot, but I was fascinated. I was like, that is 

everything they teach people to do is hover over the links. And this attacker figured it out 

and they're like, we use that behavior against you. So brilliant. But what I'd like to talk 

about is subdomains, because this is what I see a lot of and this is where they'll get you. 

 

This is not like everyone's been taught. I know how to look for the domains, I know how to 

look for things, I know how to look for all the good stuff. But when it comes to subdomains, 

this becomes a little bit more tricky. So really what we have in this particular example is the 

difference between a sub and a domain. The domain here is example dot com. The reason 

why this is important is anybody anybody can own example that I can go start a domain 

right now, anything I want. And then, you know, what I want to do is I'm just going to 

append in this case, they appended it with LinkedIn and then they have a nice little like 

thing. But what do you your eyes naturally see linked in they see LinkedIn they think oh 

that that's somehow legit. Like your brain's not like putting all the pieces together quite yet 

and you're saying, well this I've got LinkedIn on the email message, I've got LinkedIn and 

the actual like, you know, email address. This looks legit and this is where they get you 

because like I say, anybody can do any type of domain you want. Think of any type of 

scam because really it's all about thinking like an attacker, right? So we can think about 

any type of scam.  

 

Like, let's say we want to use a phishing email with the lure that we're a bank. Right? And 

we would like to inform the customer. Right? The customer that they need to reset their 

password. I would buy the domain reset password. Com reset password dot com. That's 

now my domain. Guess what? I'm open to it. US bank, you know, Bank of America, 

whatever. Bank of bank is in flavor. Every single one to that domain. And I will spray it all 

out there. Now, 90, 99%, I don't know. A lot of people are going be like, that's nothing in 

the bank. I'm like, forget about it. But synchronicity, right? Like we talked about this like 



Wisdom Financial Management, LLC  Page 17 of 34 

 

spray and pray, opportunistic. Somebody's going to be like, That's my bank. I need to reset 

my password. They got reset password and that's my bank name. 

 

It is totally legit. Totally legit. No, it's not. I'm trying to tell you like anybody can buy a 

domain in this particular one, I think this one's even a little bit more, a little trickier. Let me 

see. Do I have any information that happens now? So this one you can barely see it's up 

in the very top and it says customer service team dot com, but they appended it with 

Microsoft and see how it has all the nice Microsoft logos of Microsoft. It looks like 

Microsoft. And then you see Microsoft and then you see this crammed up domain called 

customer service team dot com. And all I'm saying is like understand how to break apart 

that domain in that sub domain the domain will always be whatever dot com, dot, net dot, 

whatever that is. 

 

The domain, whatever comes out of that, it can exist. It can do whatever it wants. It's a sub 

domain. It's just completely like, oh, it doesn't matter. It really doesn't matter at that point. 

And in fact, have fun with it in the sense of when you visit legitimate sites, you know, you 

go to your bank, you log in on your bank. Well, when you look at your bank, look at the 

site, like look at the actual web URL and you will see like, oh, when I go to visit other 

pages, it's flipping me to other different sub domains and just kind of be recognized in that 

because like I say, this is a little bit harder to pick up and definitely something that they will 

the attackers themselves will definitely get you on. And then we kind of move this mission 

submission, super, super popular. I don't know why. This doesn't seem like it would ever 

work, but it really works. I don't know if it's maybe just through the mobile phone and the 

technology and just being on the go. 

 

But the thing that I think strikes at each one of us whenever we talk about, you know, when 

it talks about phishing, right. Everything is centered around emotion. They want you to feel 

the emotion right here. Boom, emotion. You know, it's something scary. It's something 

immediate is something urgent. It's something taking you outside of your actual mental 

capacity and you reacting emotionally. You're saying, oh, my goodness, I need to do this 

right away. Like this is saying I have to whether it's and it could even be legitimate in the 

sense like it's actually got like tracking information. We've seen them where, you know, like 

it's like it has your tracking number. 

 

Well, I don't know if this is a big surprise to everybody, but like when you go to track 
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packages, it's wide open. Like it's wide open. Like anybody can just randomly start looking 

at stuff, find the package. Like you can do that. It's not very hard. Some very complex. 

Sure. So what's the best way to avoid these? Because I get these a lot. I just see that 

messages. I'm like, wow. And I was like, oh, that's not good. So I don't even open the 

messages like I just delete them. But even if I delete them am I at risk? A lot of people 

want to know, okay, how far can I interact with something that I know is potentially 

dangerous? Like these like these are potentially dangerous. I would say you're safe to 

interact with it as far as like open it up, you're safe to delete it. 

 

What you don't want to do is click any links. Generally, you know, almost say generally 

you're safe to open things up. There's some malware out there that might, might catch 

you. But for the mission specifically, like this is fine to open up and just delete it. Yeah, just 

don't click the links.  

 

The thing that they're really trying to touch on is, is they want an emotional reaction. They 

need you to be emotional about it because if you calm down and just think about it for a 

moment, you're going to say to yourself, this doesn't really quite make sense, you know? 

So, you know, if anything, maybe pause just a moment. Even if you do believe it's really 

real, it just make sure that you know. Okay. Yeah, I can think through this. This looks fine. 

And that's mission. Somehow this works. Like I say, they get tons of people to call and 

give them money. It's really bizarre.  

 

So when we talk about, you know, the mission in the mobile devices, let's talk about 

mobile device. That's just a little bit because they are like mini infrastructures. My 

goodness. The mobile device itself is way more complex than any computer or any 

network system that I'm, you know, currently looking for or looking after. The thing is, is 

like there's so much technology inside the phone itself and all of these are literally vectors 

to be compromised. And likely an attacker takes over the entire phone, literally, especially 

Bluetooth. I don't know how many hours. I love Bluetooth. I know my wife and kiddos love 

Bluetooth. I don't use it, not know I'm the guy with a hard wired into the phone because it's 

like, my goodness. Like it's just it's so dangerous. Wi-fi, be careful with the wi-fi. The thing 

that I'm going to touch on tonight is really just about permissions because this is sort of like 

a phishing aspect of you're inviting things to happen. 

 

When we talk about phishing, the reason why it works so wonderfully well is that you've 
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invited the adversary into your domain or into your network. And in a similar fashion, when 

we allow the applications on our phones and we're saying, Yeah, you can have 

permissions to all this, you can definitely do it. Yeah, fine. Whatever. It's similar because 

ultimately we're saying we're inviting you in it. They did brute force. They didn't have to like 

try to trick us. We're seeking this out. So this is just a in I believe these slides will be 

available later. 

 

But these are ways to just kind of check to see where your apps are, what kind of 

permissions they have. It is extremely important. And you may be surprised at some of the 

apps that have maybe egregious permissions. And I would also mention that if you don't 

use an application, get rid of it, delete it, be done with it, uninstall it, because they just kind 

of hang out. And this is doing the same thing, but more directed towards your iPhone and 

those type of operating systems. So the previous one was specific to Android operating 

systems. This one's for iPhone and it's just basically trying to cover. Looking for the 

permissions inside of applications. So what are our best practices when it comes to mobile 

devices? 

 

You do want to have authentication, hopefully. That's the only reason my wife and I got a 

home phone because we knew the kids will never be able to figure out our passwords to 

our phones if they had to call 911. You know, we just didn't want it end up in the news that, 

you know, poor kids can call 911 because parents locked up the phones. Avoid public wi-

fi. That's hard, right? Like that's too hard. Too hard. Not going to do it, but. It is strengthen 

our resolve to like, hey, we've got to be careful, though, right? Like, we don't want Wi-Fi 

just blasting all over the place and just connected to anything and everything. Be careful 

about it. Seriously. Out in the public. There's people that just roam around waiting to get 

on networks and seeing who's on network. It's highly illegal. You can't do it. You know you 

can't do it. It's illegal. They do it anyway.  

 

So when you're on the public Wi-Fi, that is extremely hostile territory. Be very, very careful. 

Use a password manager. It says so here. And I think, you know, mainly for mobile 

devices. I think, you know, the thinking here is that trying to pump in passwords and trying 

to, you know, get everything worked out on a little mobile device is likely harder. 

 

So password manager, if you never had one, never used one, it's really nice. It just fill in 

the blank for you and it knows cloud security data backup. This is essential. It's absolutely 
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essential if you're not in the habit of that to back up. I would liken it to my long, storied 

history with learning how to floss. It's something I know that was good for me, and I really 

wanted to do it every single day. And oh man, I would try for a week and then I would just 

fall off. I can be well, I'm happy to announce right now. I floss every single day, every 

single day, every single day. And backups are the same way in the sense that it takes a 

moment to get just kind of in that practice. But trust me, you'll love me and absolutely love 

yourself for doing it. And then the last piece, update your device. Yes, update the device. 

And that leads us right into our next section. It's almost like I planned it for updates. 

 

Yes, updates. Three key areas. It's so easy. And you say it's so easy. I know I should 

update and you should update what's stopping us. Turn on the automatic updates. So this 

is for software specific. A lot of software out there says, hey, I can automatically update. 

Yeah, turn that on. Absolutely. You're not an enterprise, you're not an organization. You're 

on your laptop. Updates are notoriously they will break organizations, big companies. 

They'll break things. Sure. Home networks and home devices. I've never had an update. 

Break one never. Maybe I'm looking forward to that day. But other meanwhile like just turn 

them all on system turn on the update we just talked about software turn on the system 

update make sure that it's up to date. 

 

These updates are no joke. These updates are a lot of times for security reasons, a lot of 

times are they're extremely serious. And you're talking about interacting with the actual 

Internet like again, like they can touch you all over the place. As soon as you get into that 

hostile area, you're in a war zone. Make sure you know you're armored up and you're 

protected with all your security updates. The one I see neglected the most is the browser, 

and these are easily, easily exploited in a lot of browsers nowadays come with all sorts of 

fancy little things, all those plug ins that everyone likes to pack into a browser and all the 

information. Yeah, store that password, store that password all in the browser. I would 

make sure you make sure your browser is up to date. 

 

How do you do that? It's pretty simple. A lot of times you just try to figure out like, Hey, 

where is it? Settings and help. But the thing is, is again, certain times I will always check 

my browser when I go on to my banking website every single time, every single time I 

check my browser, make sure it's updated. I don't want to get on there. You know, what's 

the worst is when you're using your browser and it's updating in the background and 

you've already logged in to like three or four sites and it's like, hey, just updated reboot 
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when whenever you're ready and it's like drat, you know, golly, I mean, I hope I wasn't, you 

know, foolish enough to like visit a watering hole. But, you know, that's the point here is 

just that turn on automatic Web updates and then also check, like I say, bank, I would 

check that's what I do. And then if it needs to update or reboot, but you don't do that before 

I log on, I feel a little bit safe again. It's not about you being bulletproof. It's just about you 

not being a casualty of the opportunistic attackers that are out there. 

 

And they do mean business. All right. Regular backups in ransomware. I can't do a brief if I 

don't hit on ransomware. Surely you know how ransomware works. But if you are a little bit 

confused about it, this is generally how it works, is that there is some sort of vector that 

gets compromised, whether it could be phishing, it could be a vulnerability. Something that 

exploited the attacker is now on the system. The attacker likely wants to enumerate the 

entire network and just try to figure out exactly where I'm at, what it has available to me. 

And then the attacker itself has some very unique and awesome tools, and the attacker is 

going to just spread ransomware all over the place. And generally it's looking for very 

specific files, especially on your like Windows devices. It's looking through like documents. 

It's looking for everything that you would know and hold dear and love all your photos, 

everything like that. It's going to absolutely look for all those. So it's going to encrypt all of 

those and then it's going to demand that you pay the ransom. 

 

It's pretty easy, sort of, you know, logically, it's pretty easy sort of strategy. Not everybody 

pays the ransom, nor should they. How do you protect against it? Well, backups, number 

one, definitely. If you've already got the information, it's like, all right, I'm out, disable 

autoplay. Why is that important? Because autoplay is one of those things that will kind of 

help. It's a convenient feature. Feature, right? It helps. It helps get things going. So for 

instance, I have a USB and I've got autoplay. Like if I stick in the USB then it automatically 

is trying to interact with the USB and say, hey, I will speed you up and I'm all getting going. 

And then your USB is like greeting you and it's like, Hey, what do you want to do with me? 

But the reason why that's dangerous is because if for whatever reason, you have a foreign 

device actually connected. If I had malware on my USB, then I put it in and it immediately 

gets fired up and spinning. So in the next step process and executes the process itself and 

then it's off and running very, very dangerous. 

 

So disable autoplay. Install updates. We already heard that enable file extensions. That's 

really just talking about when you actually view a lot of directories and things like that, you 
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would see the file extension, you would see like that's a document, that's an Excel 

document, that's a PowerPoint. Those are the extensions that you're looking for. Why is 

that important? Because when they the attackers encrypt, they will put a very unique 

extension on there and you would definitely be able to recognize it. Very scary. Now, why 

is this getting more and more traction? Because, again, criminals are criminals. They love 

each other and they don't love each other at the same time. And I think we all know this. 

We've seen Mafia movies. We understand how this works. There's peace agreements and 

then there's all out war zones. 

 

Well, during the peace times, everybody likes to work together. So does the threat actors. 

So what you have is they call it an access broker. You have somebody that compromises 

the environment. First, that person specializes in it. That's what they live and breathe and 

die for is just learned how to compromise environments there. And then they just say it to 

themselves and say, Hey, I've got this environment. Who wants it? Who wants it? And 

literally, people just clamber all over each other trying to get to it. One of them is going to 

be this ransomware as a service failure. So this is a person that actually sets up the 

device. So think of it as a franchise. Yeah. And they're franchising the absolute worst thing 

that could ever happen to you by the franchise and ransomware and saying, Hey, I've got 

the whole thing laid out. I've got it ready to go. I've got the payload. All you have to do is 

just, you know, pay me for what you get. And they're like, great. And then they all work 

together. And then boom, boom, boom, boom. Now, all of a sudden, everything's infected. 

Yeah, bad, bad bedfellows. But that's why it's important. It's literally a service at this point 

in time commodity. And my last section, and I appreciate you all hanging in there with me 

is Home Router Tips. 

 

So now we're bringing it all the way back home. And just talking about your router. A lot of 

people do have routers in their homes. I would hope so. That's how you get on the Internet 

and we don't mess around with them. It's like, no, I don't want such a thing. The thing is, 

just like my access point, like I don't want to touch it. And that's okay. That's okay. We're 

not trying to get too crazy. But these are you know, this might be considered a little 

advanced. 

 

Here's the thing that I think is going to be most important is like, you know, you want to 

stretch out a little bit, stretch out. It's okay. You can touch these things. You're not going to 

break it. I say that you'll be okay. But the thing is, is like there are some, you know, little 
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things like little tweaks, you know, like things that you can pay attention to that you will 

definitely benefit from. One is what we consider this aside, this is just basically how you're 

broadcasting it. You know this because when you're trying to join your own network, you 

see all the different types of wi-fi out there and you see people and some of them try to get 

real cute and funny like this is the FBI. So like, that's not really cute or funny. Like, that's 

just that that's an attractive target. That's what that is. I would try to be so innocuous and 

just blend in and just like I like I want to say it's my home. I wouldn't say it's anything 

related to me, just random characters and symbols, something like that. And then the other 

thing is, is just the what we're talking about here with the setting and the algorithm, this is 

actually almost automatically defaulted in. 

 

So I want it's not something you necessarily worry about or like, oh, I need to change this. 

It's just saying like, these are things that you want to look out for. Like when it goes 

through the actual like set up and you see this and says, Hey, do you want to do it? And 

you're like, Yeah, of course I don't want to do it. That's, that's super protected. That's what 

this is really about. So it's not about you climbing into router like tonight and trying to figure 

out like, Hey, do what I need to change. Like I say, most of this is probably set correctly, 

but it's just so that you recognize, yes, that is the most secure setting that you have.  

 

And that brings us to our conclusion. What was covered? Well, we did talk about the cyber 

domain. We talked about it all over the place. We did talk about credentials. In fact, we put 

credentials right on the table just to remind ourselves that the domain that we're talking 

about is a transparent, non-interactive domain where we don't physically touch it. But it 

means a lot. It is absolutely your wallet. It is absolutely your keys. That is your credentials 

in that domain. We don't own this domain. The attacker's absolutely on the domain. It is a 

foreign and very hostile country. 

 

It is a war zone. If you want to go in there armored up, you want to make sure that you're 

thinking about things because as soon as you step into this domain, even if you're 

connected right now, you are at the mercy of an attacker. Absolutely. 100%. Now, you 

don't have to be. Again, we were trying to just be not subjected our victims to opportunistic 

attacks. And that's why we learned about our passwords, how to maybe create them in the 

past phrases. That's what it's really about, not complexity, but length. And we learned 

about how to forget about it.  
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OPSEC. Be careful about what we're putting in those forms. Right. Like optional is 

optional. Be careful when we're putting in mandatory. Like, why do you need that 

information? You are going to store that information. If this gets breached, it likely will. How 

do I feel about that? Secure transmissions can't say enough about it. Isn't the best s's for 

secure. Make sure you're doing that on your, you know, most important sites. Let's say 

phishing transmission. Yeah. Simitian, I can't stop it either. I don't I don't know how you 

told me, but you can interact a little bit with it. Just don't click the links. 

 

Then phishing. Like I say, be careful about the subdomains. That's the tactic that seems 

like they're getting more and more people with is appending some sort of legitimate 

verbiage to make it look like it's a legitimate trans or yeah type of email updating software. 

It sounds easy, stick it on automatic, make it easier and it's absolutely critical. 

 

And mobile devices, like I say, the biggest thing there is just be careful about how the 

permissions are being assigned and what type of applications you have. Always good 

clean through your applications have had been used and while even if it is candy crush 

getting rid of it, it's fun. 

 

Ransomware always like it's the new hot thing. It's never going away. How do you protect 

yourself? The biggest way to do it is really backups. Backups are your best bet. The 

world's a dangerous place in the cyber domains. Even dangerous are more dangerous. In 

ransomware, it's lurking around every single corner. Like I say, backups. They'll protect 

you against more than just ransomware.  

 

And then a couple of little home rule tips. Like I say, just make sure that you understand 

some of the settings that are considered the most secure settings and that's only covered 

further. 

 

Any questions? 

 

[AUDIENCE MEMBER] 

If you have Bluetooth in-home, is it true that they can go into your wi-fi system from the 

back door of that? 

 

[SEAN AYERS] 
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Oh, yes. You're talking about like an attacker being able to, like, compromise your home 

network. Yes, absolutely. One 2%. Now there's good and bad, right? Good, good. Part of it 

is that wi-fi signals usually especially home signals are not that super strong. So an 

attacker would literally have to be sort of outside your house. Like physically, the proximity 

for them to attack that network would have to be very, very close. Now, if you're talking 

about like over the Internet, because the router itself is more or less your gateway, right? 

Like so that is the thing that talks to the Internet because I get asked sometimes like, hey, 

what do you think about VPN services, right? Like, do they make you more secure? You 

know, I don't know. Secure is the right word, right? 

 

Like, because basically they're just an anonymous or, you know, it's just saying, hey, I 

could be coming out of here. Coming out of there. That can be good or bad. We've seen 

malware, which is what we call geofence like. It triggers differently depending on where in 

the world you are. Like if you're in South America, guess what you just got? You got 

malware. If you're in North America, got redirected to a just a benign web page like it 

doesn't want you. We've seen it also work with like language packs on the actual 

computers. Like it understands, oh, you have Russian on your computer, we're not 

touching you. Oh, you have Ukrainian ransomware. You know, that's what that's what 

we're talking about there. 

 

But the point is, it's like, so your router is the gateway right to the Internet itself. And that is 

something that you want to make sure that it's maintained, updated and things like that, 

because ultimately that is going to be the touching point for an attacker. 

 

But a lot of times the routers will come with firewalls and then your laptops themselves is 

what we call a host based. People will ask me, What kind of like antivirus or something like 

that, should we have antivirus? I think it's all personal choice. You know, I think sometimes 

it can. I don't know. Antivirus is a little like sometimes it really zaps a lot of your processing 

power. And so I'm probably not the best person to talk about antivirus because I'm like, 

you know, it's like I hang a little bit loose, but I know it's a dangerous place out there, so 

there's nothing on my computer that I'm not scared of losing. I will say that. 

 

[AUDIENCE MEMBER] 

Could you explain autoplay dangers again? 
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[SEAN AYERS] 

Yes, autoplay. So autoplay is a setting in your computer to make it more convenient for 

you to interact with different types of things. Say, for instance, it could be even like a file 

like say a lot of us have like maybe music or something stored on there. And then you 

could, you know, set it to where it's like it's just going to automatically play out of a certain 

type of software program in the same way with like a USB, you stick a USB in, it 

automatically wants to interact and it starts interacting with it without you physically saying, 

Yes, I'd like to touch that. I'd like for it to start interacting. And the reason why that's 

dangerous is there's a lot of malware that's loaded to where it's just waiting for that sort of 

interaction. And if it's automatic, then it's already done its thing. Malware can spread. Oh, 

it's just a system setting system. I would have to double check, but I believe a lot of it is set 

to like default know especially on Microsoft. This has been something that Microsoft has 

definitely been after for quite some time. 

 

[AUDIENCE MEMBER] 

Now, for the like for Bluetooth. What do you recommend? Like if, say you do use it, should 

you like forget that device and then every time you use it like always re-add it, does that 

make sense or is it is it not going to help you if you like, for forget it on your phone every 

time you use it? Or is it helpful or is there ways to be preventative besides not using 

Bluetooth devices? 

 

[SEAN AYERS] 

I, you know, the thing is, is like, you know, like I said, I'm not I have a have an aversion to 

Bluetooth just because it is always, always, always there's like a new technique to hack it. 

And so I'm not sure there's a safe way to be interacting with Bluetooth. I think it's just more 

of an awareness and a knowledgeable like, Hey, I'm interacting with Bluetooth right now, 

so I know, you know, I'm kind of like stepping up my little bit of, you know, exposure in this 

type of domain. Like, again, we're in a cyber domain. It's a hostile, very foreign, you know, 

war zone that we're in. And when we enable Bluetooth, it's like, you know, somebody 

walking around a war zone, you know, with a fluorescent jacket on. It's like is a sniper 

going to get you? I don't know. But all they can see right now is a person in an orange for 

us. If they moved across the battlefield, it's an attack, you know, attention grabber. 
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But I never keep it on. I only have my wi-fi on, like when it recognizes my home network, 

you know, our networks that I trust. Like, as soon as I leave off that network, it turns off 

because I don't want to just randomly trying to connect to different types of networks. You 

know, these are just different little settings and things that you just want to be cautious. 

Like I say, that you're operating in a domain that, you know, other people are very, very, 

very, very smart about. 

 

[JIM YOCKEY] 

I like to ask a question of everybody. Have you have you gotten an email that is from a 

bank like PNC or any of the others saying, you know, your account has been terminated or 

interrupted and it looks exactly like your bank account. Or in my case, they sent me an 

email and said, your mortgage payment is delinquent and we're going to shut you down or 

whatever. Right. Well, I'm on auto pay and there are several others that, you know, they 

send out these millions of these things, not knowing whether you have an account there or 

not. But they're presenting it as if you did. And sometimes you'll forget. And so that's not 

true. Click. And you're done right there. And so, you know, that's happened to me. I don't 

know how many times in the last two months. You know, I'm very careful. Everything in our 

office is highly secured and all that other stuff except for the person at the keyboard. So I 

mean, have you had any of those kinds of experiences?  

 

[AUDIENCE MEMBER] 

I received one from a bank that I don't even bank with and I just deleted it. 

 

[SEAN AYERS] 

There you go. 

 

[AUDIENCE MEMBER] 

What are the pros about the password manager? 

 

[SEAN AYERS] 

The pros really are that there's probably quite a few. I think, you know, where it becomes 

really beneficial is just that it's an automated sort of service for you. So for instance, like if 

you've got a password manager, the first thing it wants to do is like say, hey, you know, 

like you just log into it and then every time you enter in like a password off any type of 

website or whatever, it's like, Hey, do you want me to remember that? And you're like, 
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Yeah, I sure do. But the more potent part of it really is that it usually has a password auto 

generator and you can dial up the complexity, you can dial up the like. I want a 22 high 

complexity type password, hit the button, it spits it out, and then you've automatically got 

all these complex passwords that it's generating all over the place. 

 

[AUDIENCE MEMBER] 

So what would keep somebody from, if they got your phone, what would keep them within 

if they went to your bank? 

 

[SEAN AYERS] 

So there a couple steps that they would have to accomplish. But you're right. Like, if they 

had that type of information and access, they could definitely, you know, get into quite a 

bit. 

 

[JIM YOCKEY] 

About the password managers, there are several. LastPass and Roboform and a few 

others. In my own situation, I probably have 400 different passwords, which I can never 

remember. And sometimes they can't remember. 

 

But how safe are they? And is it imperative that you have a different password for each 

one of those sites that you want to go to on a regular basis? And how much confusion am I 

creating for myself if I let you the system generate a password for me and save it? What 

happens if you know what happens if you right? 

 

[SEAN AYERS] 

All great questions. So I would say the password managers have been proven to be safe 

and it's just the track record itself. Now, if I'm an attacker, I mean, that that would be like 

the crown jewels, right? Like, I could knock over the password manager and I would have 

everybody's password. So far, it hasn't happened. And then, like I mentioned, remember 

the salted hashes. That's really important, too, because when the company is stored your 

passwords, it's stored it in plain text. It actually hashes it and then is stored just hashes 

themselves. We can get into all sorts of wormholes with that conversation. 

 

But the other aspect is, you know, is it necessary to have passwords on different sites? 

Yes, absolutely. And that's one of the advantages of password managers. You just create 
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auto, generate auto, generate another password dimmable. And like say you can dial up 

the complexity, dial up length, whatever you want, and then just let it do all the hard work. 

You totally forget about it. The only thing that you don't want to forget about is the one 

password to the password manager. That's going to be critical. Absolutely critical. So I 

would keep that one tucked away. 

 

[AUDIENCE MEMBER] 

I start an index card of passwords. That's how many passwords I've got. 

 

[SEAN AYERS] 

Yeah, yeah. The old tried and true. Just writing them down there. You just have one index 

card with the password managers password. I mean, like I say, in other advantages and I 

don't know if, you know, I'm not trying to speak on behalf of password managers, but 

another advantage is you can actually have other people involved, you know, say, for 

instance, like my wife can then have my information, you know, should, you know, forbid 

me, you know, like should anything happen, she would have access then to, you know, 

my, my type of accounts and things like that. So there's those type advantages maybe for 

too much. Yeah. 

 

[AUDIENCE MEMBER] 

Then do you recommend banking on a computer versus like a phone?  

 

[SEAN AYERS] 

I don't use any apps. I mean, I probably have like Google Maps or something, but I'm very 

app adverse. I'm very Bluetooth adverse Stone Age. But you know, the thing is, it's like I 

say, the apps have been shown to be a little bit inconsistent with their security abilities. 

And we're talking very prevalent, well known applications like banking applications, things 

like this, things that can, you know, attacker gets in that supply chain and they end up with 

a backdoor on your application and it's detrimental. You know, sometimes it doesn't really 

result too much, but I'm very careful about any type of applications. 

 

The nice thing about the app as long as it's not malicious, right? Like it's basically got a 

special door to the all the information because it's doing basically like an API call back to 

the database and it's getting all the information that way. A lot of times ten times quicker 

than like a web page and things like that. But yeah, when I'm doing any type of financial 
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transactions or financial anything, especially online, I'm very, very cautious. I check the 

G.P.S., I make sure my browser is up to date. I don't check my bank that much, you know, 

like I check it, but I don't I don't check it like on the hour. So for me, going to it via browser 

works, it serves, it serves to be okay. I don't know if it's a good practice for everybody, but 

it's fine. 

 

[AUDIENCE MEMBER] 

If you're on Facebook now and you get a message from somebody that says, hey, this is a 

picture me and you back in high school, and I click on it, what does that do? 

 

[SEAN AYERS] 

Yeah, that's a good question. Okay. So the how the scheme kind of works, right? Like 

because it's not just clicking on a link, it's like I clicked on the link and now I don't know 

what happened. Generally this is what happens. So you click on the link or more 

importantly maybe click on the click on the payload like different types of malware, right? 

So two different ways. Basically if you click on the link, it's going to take you to this is the 

malicious right like this the malicious link you click on the malicious link, it takes you to a 

malicious site immediately, like in the background, like you don't actually see a browser 

open, you don't see any of this actually happening. What happens is it connects to some 

sort of hosting server that has the malware already loaded and it'll bring it forward, or 

you've already downloaded the payload because it was part of the email and then you've 

clicked it.  

 

And so at each one of these stages, the payload is now on your computer. What happens 

then is the payload is doing a lot of modifications in the background. Generally, the things 

that we see first is that it tries to establish persistence. By that it starts modifying registry 

keys. And basically what happens is that that little piece of malware is not quite grown up 

yet. It's what we consider. It's infected you, but you're not compromised quite yet because 

an attacker doesn't have control over it. But what an attacker would like for it to do is 

continue to start up and continue to reach out. So that's what the persistence mechanism 

is. Every time that you reboot your computer, it's going to start that little piece of infected 

malware on your box and that malware is going to call out. 

 

Now, it's going to use your Internet connection and it's going to call out to another server 

like the the complexity of the infrastructure that an attacker has is very, very wide, wide like 
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versus what are well versed. So the attacker then is going to have a call out to what we 

call the C2. That's the command and control. So now you've infected it's main modification. 

So it's always going to boot up and you're not going to be able to get rid of it. And now it's 

going to continue beckoning out and trying to call back to its attacker once it establishes 

that and the attacker actually establishes control, now you're compromised. Now the 

attacker can run objectives on your actual box. Generally, what the attacker is going to do 

first is find out what am I on? So then they're going to what we call enumerate. They're 

going to enumerate the box, they're going to enumerate the network and say, Where am I? 

 

You got to remember, they don't know you. They don't even know where they landed right 

now. Like, they're just like, okay, I'm on a Windows Box, I guess, you know, let me see if 

what type of network in my on out of home network not a company network. Oh, shoot. 

Not the big payday I was hoping for. But you know, a lot of times what they'll do then is, 

you know, what we consider more commodity malware. So they'll plant different things like 

keyloggers screenshot grabbers and very sophisticated malware that understands like 

banking sites. There's typical Trojans that only get activated if you touch a certain banking 

site and then it collects those credentials. 

 

[AUDIENCE MEMBER] 

Why, when I’m sitting at home and not online and just talking about say patio furniture, 

how is it that when I get on my phone an hour later there are all these advertisements for 

something that you were just talking about? 

 

[SEAN AYERS] 

You want to know, is it listening? Yeah, it's definitely listening. The game's over. We're 

done. 

 

[AUDIENCE MEMBER] 

How do you know when you're compromised? 

 

[SEAN AYERS] 

Oh, you'll know when you're compromised. Because generally the attacker is going to 

make themselves know. Well, that's a good question, you know, so maybe you wouldn't 

know. Per say, the best way, I guess, would be that you have some sort of like alerting on 

like an antivirus or you have something that's able to routed out. A lot of us have like 
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Windows Defender on like a, you know, a regular laptop. Like a lot of times you're going to 

come with some rudimentary sort of security tools, but they're pretty effective, you know, 

especially when you keep your system updated and things like this. 

 

Because ultimately, like I say, the attacker has to get you to cooperate and get you to do 

something. Either you're inviting them in with the phishing or downloading an app, or 

you're interacting with something, or you're just not updating your system. And now you've 

got an exposure or a vulnerability that the attacker is able to exploit. But the attacker just 

can't, you know, compromise you like not in this state like it. It's just not going to happen. 

 

[AUDIENCE MEMBER] 

Well, the reason I ask is. I don't know if I if I clicked on something on my phone. It's not on 

my laptop. Whenever, like, for instance, I might be playing a game or I might be on 

Facebook and all of a sudden it'll go to another page and I get all these advertisements. 

 

[SEAN AYERS] 

Oh yeah. You've got adware. Well at least we identified it. We definitely know. Yes. 

Unfortunately, you have adware. It's not considered benign. It's considered more of a 

nuisance though. It's not there often. Yeah. It's not there to harm. It's there to generate 

revenue for somebody else. 

 

[AUDIENCE MEMBER] 

If I just get rid of some apps, will it go away? 

 

[SEAN AYERS] 

Not likely. You would likely want to. I would say either two things. One, you would either 

take it to the store and say, hey, I've got adware and see if they might be able to help 

clean it out or it's probably down to just a hard reset and just take it back to factory reset. 

But yeah, it's more annoying. 

 

[AUDIENCE MEMBER] 

Can the link between your computer and the encrypted site be compromised? 

 

[SEAN AYERS] 

Yeah, because here's the thing is what you're referring to is what we consider man in the 
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middle attack could be a woman in the middle like another one. That's just how they 

named it. They named the man in the middle. But yeah, I mean, we have to remember that 

when we establish a connection to anything in the Internet, remember cyber domain, right? 

Like terrorism in this domain that's not ours. Foreign hostile. Whenever we connect, it's not 

a direct connection. 

 

Like I don't know where that bank is. Half the banks probably have it now on cloud 

services. You know, we don't even know where those cloud services are. Like when we 

talk about Amazon or Azure, you know, which is Microsoft or like Google Cloud platforms, 

like they have data centers all over the world. We don't know where like it's actually being 

hosted anymore. And so all I'm trying to say is like when you wiggle through the whole 

entire Internet, yes. An attacker could absolutely be on a critical sort of pinch point and be 

able to control that encryption. Or you do, and then the bank does. So that's what we call 

end to end encryption.  

 

So the thing of it is, is that once you've blasted off that even if someone was to intercept it 

in the middle, then yes, you're right. Like unless they have the keys, it's just gobbledygook. 

Like they don't know you love Jenny. That's the whole thing. It's like it's encrypted. On your 

ends, you'll generate a key, and then on the banks and they'll generate a key and you 

guys exchange keys. Yeah. And so that's why it's important for that, for that security tunnel 

to be established. Yeah. 

 

[AUDIENCE MEMBER] 

Who has the worst interaction with cyber community, is it Apple or PC? 

 

 

[SEAN AYERS] 

Oh, yeah. This debate. You know, I don't know. I think, you know, people are going to feel 

very strongly on either side. I will say I'm a Windows fan. I'm a big, big Windows fan. I 

know people. I know people love their Macs and they love their Apples, and that's fine. I 

can touch an Apple, too. I don't get nervous, but I do enjoy Windows. I think Windows 

does a fantastic job at doing things. I like it. 
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[JIM YOCKEY] 

There is no absolute safety. But I think the important feature for us all to remember is that 

being alert and aware when you're on the Internet is an important feature, important to 

your safety. And that's something that we should never forget.  

 

Tonight we learned a lot of information about risk. And it should weigh upon you, not 

specifically, perhaps, that you know the answer to all of those things, but, you know, and 

how to be alerted that there might be a problem and be more careful on whenever. I mean, 

the Internet is a wild, wild west. So if you're if you're a fast gun, you might win. But, you 

know, but the truth be told is if we're aware to avoid, that's the main thing that we can 

consider doing. 

 

I'd like to thank you all. And Sean particularly I'd like to thank you tonight for joining us and 

illuminating the thing that you can't illuminate. 

 

 

This transcript has been edited for length and clarity. Some dialogue may be estimated to the best 

of the audio’s ability. 
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