
E-mail Extortion 
 
A long-time client called to get advice on handling an attempted extortion attack which he 
received via e-mail.  These extortion attempts are not new, but they are un-nerving! The 
attacker broadcast the same message to thousands stating they have information from the past 
of an embarrassing or harmful nature.  They demand a prompt payment of crypto currency, 
which is basically untraceable. 

 
The obvious goal to get the money though fear.  The problem some people have is they may 
have a skeleton they don’t want publicized, and wonder whether the attacker actually has this 
information, most likely not. 

 
Below are resources I hope you can use and share.  I have inserted the actual URL for your 
review.   

 
Be safe out there! 

 

• FTC 2018 publication - https://www.consumer.ftc.gov/blog/2018/08/how-avoid-bitcoin-
blackmail-scam. The recommendation in the article is that the victim should report it 
immediately to the police and the FBI. Local FBI Field Office information can be found 
here-https://www.fbi.gov/contact-us/field-offices.  

• PTC publication - https://www.consumer.ftc.gov/blog/2019/11/scams-telling-you-pay-
bitcoin-rise, and it notes that it is important to report this type of scam, as it is a criminal 
extortion attempt.  

• Here is an article from the FBI regarding how to protect your computer from scams-
https://www.fbi.gov/scams-and-safety/on-the-internet 

• Definitely suggest that your client submit a complaint to the FTC. Here is a page that 
provides information on how to do that-https://www.ftc.gov/faq/consumer-
protection/submit-consumer-complaint-ftc. They can file the complaint online or call the 
FTC Complaint Hotline to speak with someone-877-382-4357.  

• Here is another page that provides helpful information about how to secure your personal 
information- https://www.consumer.ftc.gov/articles/0272-how-keep-your-personal-
information-secure.  

• If you suspect your e-mail has been hacked follow this link 
(https://www.consumer.ftc.gov/articles/0376-hacked-email) to a great article from the FTC 
noting that you should check the advice your email provider or social networking site has 
about restoring your account.  

 
Below is a message I received from the Federal Trade Commission, Office of Congressional 
Relations on this subject. 
 
I’d say your counsel is right on, and I’m delighted that you found an FTC alert that lines up with 
what your constituent has described, including how to handle reporting the scam. Beyond that, 
is there any reason to think his email has been hacked? Does he have cause to believe the 
scammer can send out emails under his name? I can’t tell from here, but if your constituent 
actually has experienced a real hack, the FTC has this offering advice for those who suspect 
they’ve been the victim of hackers,  (https://www.consumer.ftc.gov/articles/0376-hacked-email)  
noting that you should check the advice your email provider or social networking site has about 
restoring your account.  If your account has been taken over you can find helpful advice specific 
to the service (https://staysafeonline.org/stay-safe-online/identity-theft-fraud-cybercrime/hacked-
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accounts/).  Do not send money in any form to the entity that “alerted” them and beware 
any pop-up messages suggesting your constituent needs their technical help. On that 
note, do not send money or give up personal information to anyone where he did not 
initiate the contact!   
 
As for sending his contacts emails alerting them to his situation, that’s up to him. Unless 
someone has hijacked his email (see above on hackers), I wouldn’t think it’s necessary. Still, I 
don’t see how it would hurt, and it might even help spread the word about his experience, and 
he could include a link to the FTC’s alert. As noted in that item, I’d encourage him to report his 
experience to the FTC. He may also want to visit the FTC’s www.identitytheft.gov website and 
consider the steps about what to do if you think your personal information may have been 
compromised. From what you have told me, I really can’t tell; however, better safe than sorry.  
 
Something to think about if you’re information has been compromised or stolen: Initiate a credit 
freeze (https://www.consumer.ftc.gov/blog/2018/09/free-credit-freezes-are-here) , which allows 
a consumer restrict access to his or her credit report.  If you place a credit freeze, potential 
creditors and other third parties will not be able to get access to your credit report unless you 
temporarily lift the freeze. There’s also an overview here, discussing other options including 
Extended Fraud Alerts and Credit Freezes (https://www.consumer.ftc.gov/articles/0279-
extended-fraud-alerts-and-credit-freezes), plus this Credit Freeze FAQs 
(https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs) offers greater details and 
compares the options.  
 
As for reporting the experience to the FTC, , I would encourage them to share any details they 
care to convey via the FTC’s online complaint form 
(https://www.ftccomplaintassistant.gov/#crnt&panel1-1). Please know, however, that we cannot 
resolve individual disputes or intercede when it comes to one person’s dissatisfaction with a 
company.  Because of the high volume of complaints, the FTC receives, we also cannot 
investigate or act on every complaint that we receive.  
 
Still, we hope you recognize that information reported to us matters as we look for patterns. This 
means that what folks submit to us might – when added together with other reports – make up a 
pattern of illegal or unfair acts that we might be able to do something about. Furthermore, what 
you report to us is added to our Consumer Sentinel database, which our attorneys and 
investigators regularly review to look for law enforcement targets, evaluate the need for 
consumer education, and make policy recommendations.  We also share the information you 
provide with hundreds of federal, state, and local law enforcement partners.  They too use it to 
assist them in their investigations.   
 
Should your constituent wish to speak to someone from the FTC about their complaint, our toll-
free hotline is 877-FTC-HELP (877-382-4357); or 877-ID-THEFT (877-438-4338).  The FTC has 
counselors fielding phone calls to address consumer complaints and offer advice from 9:00 a.m. 
to 8:00 p.m. Monday through Friday except for federal holidays.   
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