
 CYBER SECURITY

As the world becomes increasingly digital, an individual’s personal data can be just as valuable – and vulnerable – as 
a physical possession. Despite the prevalence of cyber security attacks in recent years, far too many people are still 

 making the same mistakes, leaving them exposed to sophisticated cyber criminals.  

Know the facts and protect your 
family, your future and yourself

Weak Passwords

Delaying Software Updates
While those new updates on your computer or mobile device seem to come at the most inopportune 
moments, every time you click “Not Now” or “Remind me Later,” you’re increasing your vulnerability 
to an attack. Many times, these updates patch security flaws, which cyber criminals look to exploit. 

Gullible Email Practices
Email scams – from phishing to social engineering – are still some of the most common tactics 
hackers employ. The “quality” of these emails have become more sophisticated, authentic-looking 
and targeted. Bogus job offers, warnings from banks or other financial institutions and tax authorities 
target your most sensitive data. If an email sounds or looks suspicious and is unsolicited, don’t click 
on any links it contains or open any attachments, and never divulge personal financial information or 
passwords via email. 

A good hacker can crack two-thirds of all passwords in existence today in just a few minutes.           
Commonly weak passwords such as “123456” and “password” are still being used regularly, and 
too many people use the same password for multiple accounts. However, the consequences of this 
practice are serious. If hackers get a hold of one of your passwords, they instantly have access to 
multiple accounts. Generating random passwords or creating complex ones can increase your 
online security immensely. Too many to remember? Consider using a password manager to stay 
organized and secure. 
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REALITY OF CYBER ATTACKS AND BREACHES 

64% of Americans have personally experienced 
a major data breach 

39
seconds 

average time between every hacker 
attack

23% of employees use their social media 
credentials to log into systems at work 

80% of people reuse their passwords 
across multiple services

41%
of adults have shared the password to 
one of their online accounts with a friend 
or family member

$6
trillion

anticipated cost of cybercrime damage 
by 2021

3 COMMON CYBER SECURITY MISTAKES TO AVOID


