
As you’ve probably heard or read, Equifax experienced a massive hack last week. 
More than 143 million people were affected by the breach, which was announced by the credit 
reporting firm on Thursday. The breach occurred between May and July, and hackers potentially 
accessed information including Social Security and driver’s license numbers. The company said 
it knew about the breach on July 29. 
 
The reality is that nearly every adult in the US could have been affected. Unfortunately, that 
means all of us are at risk. 
 
First, it is STRONGLY recommended that you visit https://www.equifaxsecurity2017.com/ to 
review important consumer information. At the bottom of the page is a button “POTENTIAL 
IMPACT” where you can determine if you are potentially at risk. 
 
If you are at risk, Equifax is offering a credit freeze (they call it “Credit Report lock”) for a year 
with their Trusted ID Premier service, so you won't have to pay for installing the freeze at 
Equifax. However, if you have not as of yet completely locked down your credit, you should do 
so immediately (at ALL three bureaus, Equifax, Experian, and TransUnion). 
 
In addition, there are other safe-guards you should immediately put in place, including 
monitoring your bank accounts and credit activity for anything suspicious. Be extra vigilant and 
wary of clicking links via email or social media claiming to have originated from Equifax. 
 
 
The FTC is recommending the following:  
 

• Check your credit reports from Equifax, Experian, and TransUnion — for free — by 
visiting annualcreditreport.com. Accounts or activity that you don’t recognize could indicate 
identity theft. Visit IdentityTheft.gov to find out what to do. 

• Consider placing a credit freeze on your files. A credit freeze makes it harder for 
someone to open a new account in your name. Keep in mind that a credit freeze won’t 
prevent a thief from making charges to your existing accounts. 
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs 

• Monitor your existing credit card and bank accounts closely for charges you don’t 
recognize. 

• If you decide against a credit freeze, consider placing a fraud alert on your files. A fraud 
alert warns creditors that you may be an identity theft victim and that they should verify that 
anyone seeking credit in your name really is you. 

• File your taxes early — as soon as you have the tax information you need, before a 
scammer can. Tax identity theft happens when someone uses your Social Security number 
to get a tax refund or a job. Respond right away to letters from the IRS. 

 

I would just add that you need a very secure password for your email accounts and that you 
regularly dump the trash, sent and spam folders to make sure there is nothing there that might 
give a scammer some info on you should you get hacked. You might be amazed how much data 
is in your sent folder on your email account. Also make sure you have your virus protection up to 
date and that it scans regularly. 

Don’t wait … safe guard yourself today and share this information with family and friends 
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