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Protecting Financial Transactions 
 

In 2013, Target suffered a significant data breach. The cyber thieves had put credit-card and debit-card 

data on the black market for 110 million customers. People had bank accounts emptied just before 

Christmas.   Unfortunately, those that were affected did not notice their accounts have been emptied 

until they saw the announcement on the news. 

How can you be warned that there could be an issue, well before your account is drained of all funds? 

Set an alert or alarm notice for the bank or the credit card that a transaction has occurred without the 

card being present as soon as you discover them. A text or email notice can be set. Note that the 

fraudulent charges could cause you to be on the hook if you don’t notify the card issuer or bank. For 

your debit card, if you report fraud within 48 hours, you are only liable for $50. If you notify them after 

48 hours your liability goes to $500. If you wait until after two months, you may own all the liability. 

Normally, credit cards limit your exposure to $50 but you need to notify them.  

In addition to protecting our transactions, we also need to protect our credit ratings. The three credit 

rating companies post our information in a very public and open environment. We don’t ask for more 

credit all the time, so we should close this open access and only open it when we need to have someone 

access the data. If data thieves have access to our Social Security number, or other identifying numbers, 

they can gain access to our credit and open-up accounts. Keep a freeze on the credit information until it 

is needed and check it periodically. The companies are Equifax, Experian and TransUnion.  

We also need to protect ourselves from skimming devices. It’s easy to duplicate a sign and put a 

skimming device over an ATM or debit machine. The crooks can record your card information and pin 

and make up new cards. We all need to be diligent in this situation.  Convenience often overrides our 

security. Try to use only ATM’s that you think you can trust such a Bank ATM’s. They are harder to rig. 

Look at the machine itself. If it is loose and wiggly don’t use it. Lastly, cover your entry of your PIN. How 

many times do we feel someone is crowding us at the grocery store when we are checking out? Nicely 

ask them to provide privacy, the same for the clerk that is glaring at you. Remember, if you must do a 

card payment, the credit card has lower liability so consider using the credit card instead of the debit 

transaction. The new EMP chip-based cards are harder to duplicate so use the chip rather than a swipe if 

available.  

Throughout our income earning years, we take the necessary steps so that we may retire comfortably, 

both financially and emotionally.  We all do our best to keep our finances and information secure, but a 

small mistake or absent minded click can put us into Cyber Chasm that could take years to fix and be 

very expensive, draining you of all your efforts.  We are providing this series of our Client and Advisor 



 
 

 

Newsletters to alert you about some actions you should take to protect your own personal data so that 

what you worked so hard for can be protected. 

Our comprehensive program at Edu4Retirement, Inc. is designed to teach people about retirement and 

the various issues that confront each person as they make their solo journey into retirement.  To obtain 

copies of other series, visit our website at http://www.edu4retirement.com/p/newsletters. 

 

We are forever learning as we go through this process, since family dynamics, personal desires and 

amounts involved can be infinitely different. However, the patterns we see in personal behavior and 

decisions of our clients make our experience very helpful to most. 

 

Michael Callahan and Steve Tillona are available for any questions that may arise as you make this 

journey.  You may contact us at: 

 

Michael Callahan: 

mc@edu4retirement.com 

860-863-4155 

 

Steven Tillona 

stillona@edu4retirement.com 

860-863-9984 

 

Edu4Retirement, Inc. specializes in providing retirement education and advice to our clients along with 

appropriate investment products to assist in mitigating retirement risk. Please think of us when it comes 

to retirement planning.  We appreciate your referrals. 
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