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1. All client data is kept on a Server that is in a separate locked room.  The server is password protected

with a strong password. The password is only known to the principals of PWM.
2. The data is backed up daily to an offsite location. Before the data is backed up, it is encrypted locally on

the server and secured with a 16 character password key. The data on the backup site is not visible
unless you have the encryption password which is only known my Principals of PWM.

3. The server has virus/spyware software on it that updates every 2 hours. All computers in the office run
the same software and the virus updates are pushed to the desktop machines every 2 hours
automatically.

4. Each desktop machine and server runs an automatic virus scan daily and reports any issues to the user
daily.

5. Each desktop machine is locked after a short period of time. A password must be entered to access the
desktop.

6. Each independent advisor has a desktop machine that has a separate and secure section of the server for
just their client data and business information. This means that the data from one advisor is not visible
to another advisor without express permission.

7. My practice has a separate backup system that is to be used in the event of local office destruction. This
system is also encrypted locally and only accessible using special software and a strong password key
with alpha and numeric characters.

8. I maintain a shredder at my desk for small batches of client documents. Larger amounts of documents
are shredded using a shredder service that maintains a locked bin on the premises.

9. All local and online passwords are changed on a regular rotation. The rotation is from 60 to 90 days.
10. All interior office doors are locked and trash is put outside the offices so that there are not cleaning/

maintenance people in the offices after hours.
11. The copy machine is secure and cannot be used without a password to access it. The passwords are

unique to each person in the office so use can be tracked. This is to prevent outside parties from making
copies without permission.

12. Client presentations are not printed unless requested. The client material is kept on the secure server
and shown on the presentation screens directly from the server. If a client requests a print out the
account numbers are partially hidden for security purposes.

13. Most clients have requested and set up online account access. This secure system protects clients from
having sensitive materials being sent in the mail. It also allows clients to have access to past years of
data in a secure environment.

14. We maintain paperless client’s records on our secure server. We have limited client documents in file
cabinets and folders. The only documents that are in files are those documents needed for a presentation
where paper is necessary. These documents are prepared usually 2 days before a meeting and destroyed
if not needed after a meeting. Any new client documents are scanned and the paper is destroyed.

15. We have video of the main door so that no one can come into the office without being noticed by staff in
the office. We also maintain a door bell so when someone enters the office we are notified.

16. Client activity is viewed on a daily basis from Pershing LLC (MultiFinancial brokerage accounts). We
can see each account activity for the total practice on a daily basis. Non Pershing LLC accounts with
MultiFinancial send me an alert when activity in the account is over $10,000.00. This is used to monitor
any unusual activity.

17. All files are locked and keys removed for all desks and file cabinets regardless of the contents.
18. All personal computers used to access client data run the same virus programs as the office computers

and use encrypted access to reach the office server.
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