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But these same advancements have also made it easier for
hackers, scammers, and fraudsters to steal from people. When
it comes to protecting ourselves from theft, we now worry less
about a masked burglar stealing the family jewelry.  Instead,
the greater danger is that someone thousands of miles away
will steal something even more important: Our very identity. 

As financial professionals, the
rise of threats like identity
theft, fraud, and malware
have added a unique
element to our job. In
addition to helping people
grow their money and plan
for their future, we also
help people safeguard their
money and protect their
future. 

We call it financial cybersecurity – the practice of protecting 
yourself and your finances from hackers, scammers, and 
fraudsters.  Nowadays, financial security has become as 
important as financial planning.  Why?  Because few things in 
life are as painful as planning for your goals, only to see those 
plans ripped away because of someone else’s dishonesty.  The 
scariest thing is that most people don’t even know they’re a 
target until it’s too late.  Just take a look at the following:
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As Benjamin Franklin once said,
“An ounce of prevention is worth
a pound of cure.”  By taking steps
today to protect your finances
and your identity, you’ll be
saving yourself months of grief
and frustration in the future.
Because it’s not just your money
you’ll be protecting.  

To help you and your family become more financially 
cybersecure, we are sharing this short booklet.  Inside, you’ll 
find some simple steps you can take to protect your data, your 
money, and your identity.  You’ll also learn a little more about 
how to recognize the different types of fraud, scams, and 
cybercrimes that investors need to look out for. 

Understand, this booklet is not meant to be an exhaustive 
compendium of every possible threat that investors and 
retirees face.  Instead, it’s a quick and handy guide to making 
yourself just a little more secure.  Think of it as the virtual 
equivalent to simply locking your doors when you leave the 
house.  These steps are easy, basic, and oftentimes, no-
brainers – but they can go a long way to protecting yourself 
and your finances.  

It’s your dream financial future.  
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For individuals like you and us, the real risk comes when we
make one of these three basic mistakes:

Cybercrime is essentially any crime that involves the internet
to some degree.  There are many types of cybercrime, and
some of the worst don't involve money at all.  But for the
purposes of this booklet, we will focus on those that can
negatively affect your finances -- often via identity theft -- and
by extension, your financial goals.

Specifically, we will look at two broad categories of
cybercrime: Online crimes that use your electronic devices as
a tool, and crimes that use your devices as a target.  Once
we've covered both categories, and how they overlap, we'll
examine what makes people vulnerable to cybercrimes and
how you can protect yourself.  Let's dive in!  

Fail to recognize basic scams and fraud, many of which
are old as time and have been merely adapted to the
digital age.

Fail to keep our "digital doors locked" when using our
computer or mobile devices.  

Engage in unsafe practices or visit unsecured websites - the
virtual equivalent of finding yourself in the "wrong part of
town."  

What is cybercrime?
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Always double-check the URL of any site
you intend to visit.  Some thieves set up
sites with URLs that look very similar to
real sites.  For example, "amzon.com"
instead of "amazon" or "facebok.com"
instead of "facebook."  Also, check to see
if sites have a symbol of a lock next to
their URL, or begin with the letters https
(instead of merely http).  Both indicate
the site has been verified as secure.  

Phishing emails and websites may look
legitimate at first glance, but the
warning signs often stick out upon closer
inspection.  In particular, watch out for
misspelled words, broken English, and
threats.  Variations on "If you don't
comply" is a common phrase.  

ALWAYS DO THIS

WATCH OUT FOR THIS
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CYBERCRIME 
PROTECTION 

Now that you know a little more about cybercrime, here are
some simple -- but crucial -- steps to keeping yourself and your
finances "cyber-secure."  

1) Keep all of your software up to date.
What does this have to do with cybersecurity?  Everything.
You see, one of the easiest targets for hackers to attack is
outdated software.  That's because older applications often
contain weaknesses that hackers can use to gain access to your
devices.  Your web browser -- Chrome, Firefox, or Safari, for
example -- can be especially susceptible.  That's why you
should always:

Turn on automatic system updates for your computer,
tablet, or smartphone.  

Download updates and software patches when prompted. 

Frequently review the apps on your devices.
Remove the ones you don't need and update
the ones you do.

Familiarize yourself with your browser's
extensions.(For example, Flash, Java,
AdBlocker, etc.)  Keep these updated, too. 
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