
Mitigating the Risk of Embezzlement in Your Business 

No one wants to believe that a trusted employee is stealing from them, but the truth is 

that embezzlement is much more common than you may realize.  Studies show that 

80% of embezzlements occur in small businesses.  These cases of employee theft are 

often carried out by trusted long-time employees and can take place over the course of 

months or years, often resulting in hundreds of thousands of dollars in losses. 

  

With such troubling statistics, it is essential that every small business owner knows the 

warning signs of embezzlement and takes the proper steps to prevent it from happening 

in the first place. 

  

The following are some common signs of embezzlement.  Although these do not 

prove that embezzlement has occurred, if you notice these occurring, it is wise to 

investigate further. You should then put the proper checks and balances in place to 

prevent yourself from becoming a victim. 

  

1. A sudden drop in collections or profits that does not have a clear explanation 

2. Multiple categories of overhead expenses that are higher than the industry 

average and/or compared to prior years 

3. An abnormally large number of accounts receivables past due 

4. Client complaints about billing errors, such as double billing or payments never 

credited 

5. Vendor complaints about slow payments 

6. Items going missing or unexplained purchases 

7. Repeated discrepancies in reconciliations of bank accounts, credit cards, petty 

cash, inventory, etc. 

8. An employee who seems unwilling to delegate or cross-train tasks, resists 

software changes or outside advisors, or who is behaving erratically and living 

outside their means 



  

Here are a few tips for mitigating the risk of embezzlement in your business. 

   

1. Checks and balances are key.  No single employee should be fully responsible 

for all payroll, collections, and bookkeeping duties. You must segregate duties. 

2. You should conduct background checks and call references for every new hire. 

3. You as the owner should be the only authorized signer on any and all banking 

activity. 

4. Bank statements should be kept sealed and only opened by you.  Even better, 

you should have the bank statements go to your home to ensure no one is 

circumventing your statements before handing them off to you and then your 

bookkeeper for reconciliations. 

5. When the bank statements come in, you should open them, look at every check 

to ensure it looks appropriate, and confirm that it is in fact your signature. 

6. For all bank deposits made, a copy of the deposit slip and cancelled checks 

should be kept in a secure folder in your office.  When the bank statements come 

in, you should verify that each deposit actually hit the bank account. 

7. You should also confirm that your billing and collections software cash receipt 

report agrees and reconciles to each deposit slip. There should be a cash 

receipts report that agrees to the deposit slip and this should be attached to the 

deposit slip for your records. 

8. You should not grant any employee full access to your billing and collections 

program; only you should have the ability to record client credits and write-offs. 

Or at a minimum, a separate employee who is not involved with the day-to-day 

billing and bookkeeping functions should record these. 

9. You should have online access to each of your business bank accounts, and you 

should look through them on a weekly basis for any large or unusual payments or 

deposits.  You should question anything that is not familiar to you. 

10. Your bookkeeper should then reconcile your bank accounts on a monthly basis 

and provide you with a copy of the bank reconciliation and bank statements for 



your records.  If you notice any checks or deposits that have not cleared, you 

should question them immediately. 

11. All invoices should be reviewed by you and initialed as approved before handing 

them off to your bookkeeper for payment. 

12. When placing an order for supplies or equipment, you must ensure that when 

these items are delivered, they are cross-checked to the invoice.  You should not 

automatically approve or pay an invoice unless you have confirmed the actual 

receipt of the items purchased.  These items should be verified as received by 

someone outside of the banking and bookkeeping function.  Once again, you 

must segregate duties. 

13. Perform self-audits at irregular intervals in full view of the staff, both to catch any 

potential embezzlement and to discourage it from occurring in the first place. 

14. It is important to place trust in your staff, but more importantly, you need to take 

the necessary steps to keep them honest.  Having the appropriate checks and 

balances in place along with the proper controls and procedures for all financial 

transactions are critical to accomplishing this. 

  
By simply making your employees aware that you are checking the accuracy and 
completeness of your financial transactions, you can dramatically reduce the likelihood 
of embezzlement in your business. 

 


