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This month we'll be talking about staying safe on Facebook. Read on for more information on that, as 

well as: 

• Details on the uptick in ransomware attacks 

• How Google is helping to improve security 

• And much more  

Beware Fun Facebook Posts: A Playground for Hackers 

If you scrolled by this post on Facebook, would you answer it?  

 

The nostalgia of your first job! Don't you want to share your experience with the other commenters? 

While posts like these seem fun and harmless, they put you at a cybersecurity risk.  



Posts like this are extremely common in the Facebook newsfeed. What was your first car? What year did 

you graduate high school? What's your favorite color? And thousands of people comment on it with 

their personal information.  

Hackers scour through posts like this because often security questions on other websites ask the same 

questions. For example, if you forget your password the site may ask you for your first job to reset your 

password. If you had commented publicly on this post on Facebook, a hacker could know the answer, be 

able to reset your password, and compromise your account. 

Some of these posts are created by legitimate companies looking to build engagement on Facebook. For 

example, a car repair shop might ask about the model of your first car. But unfortunately, anyone can 

see those responses—including hackers.  

When you see posts like this, keep on scrolling. While your Facebook may be set to private, when you 

comment on a public post, anyone can see your answer. It is important to keep your digital footprint 

small to reduce your risk of being hacked. 

Luckily, many companies are moving away from security questions as the way to reset a password, but 

many still rely on this method. The more secure option is to use a form of two-factor authentication 

where a password reset link is sent to your email or phone. If you have the option to choose two-factor 

over security questions, choose the two-factor. Even without these Facebook posts, answers to common 

security questions are often easy to find online.  

If an account does require security questions, try to choose ones that would be tougher for a hacker to 

figure out. Some security experts actually recommend making up an answer to these questions (but of 

course, you need to remember what you made up). If an important institution, like your bank, still relies 

on security questions, pressure them to move to a more secure option. 

And when you see these "fun" posts on Facebook, fight the urge to share your response publicly! You 

can always privately send the message to a friend with your answer to get in on the fun and still stay 

safe online.  

Cybersecurity shorts  

Ransomware attacks up 30% in 2021. The Financial Crimes Enforcement Network reports that financial 

institutions have reported over 600 suspicious ransomware-related incidents this year. That is already a 

30% increase over all activity in 2020. The group also discovered that ransomware is also becoming 

more expensive. In 2021, the total spent was about $590 million, compared with $416 million in 2020.  

Sinclair Broadcast Group hit with ransomware attack. The media provider confirmed earlier this month 

that the attack resulted in technical interference, making it difficult for some stations to go on the air. 

Sinclair also believes that some company data was compromised. Sinclair is the second-largest TV 

operator.  

Ditch the fear of cybersecurity. When it comes to cybersecurity awareness training, usually the only 

way to be successful is to get every employee on board. And we now know that to foster lasting and 

positive change, it's important to not to use scare tactics. . Here are some other ways to get your staff to 

take cybersecurity seriously.  

https://www.cyberscoop.com/ransomware-treasury-cryptocurrency-sanctions/
https://www.cyberscoop.com/sinclair-broadcast-group-suffers-ransomware-attack-the-latest-affecting-media/
https://securityintelligence.com/articles/cybersecurity-awareness-month-ditch-fear/


President Biden to meet and discuss cybersecurity with 30 countries. The president is marking 

cybersecurity awareness month with a meeting of the minds, facilitating a 30-country meeting to 

organize a defense against various cybersecurity threats. In addition to that, he hopes the meeting will  

accelerate cooperation in combating cybercrime. You can read more about his agenda  here. 

If you're still working from home, here's what you need to know about cybersecurity. Due to the 

pandemic, many people have adapted to working from home. However, cybersecurity is still a big issue 

almost two years in. Work-from-home arrangements have contributed to a 238% increase in global 

cyberattacks. Here's what you need to know as you continue to work remotely. 

Experts are noticing a rising trend in hospital cyberattacks. They are recommending consumers protect 

themselves by utilizing multi-factor identification for things like verifying identity, maneuvering mobile 

apps, filing complaints if you believe confidential data provided to your healthcare provider has been 

released, and more. 

How Google is helping you keep your information safe. More than 80% of people surveyed in a recent 

report have admitted that they reuse passwords across multiple accounts, which is one of the biggest 

security weaknesses Americans face. Here is how Google is helping its users. 

Cybersecurity threats quickly becoming worse. Complexity and interdependence among systems have 

given attackers more opportunities for widespread global damage, government and industry experts 

say. One new variable is the growth of ransomware, which mean cyberattacks are getting worse. 

How much information can attackers get from an employee ID? You wouldn't post your work ID online, 

but you might post a selfie taken at work&mdash;while you're wearing your badge. A savvy identity 

thief would take note of that. How much information could an attacker get from an employee ID? Well, 

you'd be surprised.  

Software updates  

Adobe: Updates for Adobe Reader, Acrobat, Commerce, and Connect were released this month. You can 

learn more about the updates here.  

Apple: Apple has released updates for iPhone and iPad users that are considered critical. Both devices 

should be updated to iOS 15.0.2 to close the vulnerability which allows hackers to steal data and install 

malware. Your device should prompt you to update automatically. You can learn more here. 

Microsoft: Over 70 security issues are addressed in this month's Microsoft update—three of which are 

considered critical. The security issues affect Microsoft Word, Microsoft Exchange Server, and other 

programs. You should update your device as soon as possible. You can read more about the updates 

here. 
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https://www.fox29.com/news/biden-to-hold-30-country-meeting-on-ransomware-cybersecurity
https://warwickonline.com/stories/working-remotely-what-to-know-about-cybersecurity,167758
https://warwickonline.com/stories/working-remotely-what-to-know-about-cybersecurity,167758
https://fox59.com/news/cybersecurity-experts-notice-rising-trend-in-hospital-cyberattacks/
https://www.fox43.com/article/tech/protecting-your-passwords-cybersecurity-awareness-month-tech/521-2a87f208-176b-4c12-ab08-3fc2f69a1c00
https://www.csoonline.com/article/3635097/why-today-s-cybersecurity-threats-are-more-dangerous.html
https://securityintelligence.com/articles/cybersecurity-awareness-data-attacker-employee-id/
https://helpx.adobe.com/security/products/acrobat/apsb21-104.html
https://support.apple.com/en-ca/HT204204
https://krebsonsecurity.com/2021/10/patch-tuesday-october-2021-edition/

