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From Data Breaches to Ransomware: How to Avoid Becoming
the Victim of a Cybercrime
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Each time you
connect to the
Internet, you risk
becoming the victim
of a cybercrime. It's
the price we pay for
living in a digital
world — whether it's
at home, at work, or
on your smartphone.
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A couple of thoughts regarding retirement
accounts as we enter the homestretch for
2017…
If we haven’t already done so, SWA will be
processing Required Minimum Distributions
(RMD) for all of our advisory clients.

According to the
Identity Theft Resource Institute, the number of
U.S. data breaches in 2016 increased by 40%.
And as recently as May 2017, a widespread
"ransomware" attack targeted personal
computers across the globe. While software
companies are continually developing
strategies to combat the latest cybercrimes,
there are some steps you can take to help
protect yourself online.

The stronger, the better
If you have a regular or traditional IRA and
are age 70 ½ or older, you may need to take
a Required Minimum Distribution (RMD) by
December 31st. If you inherited an IRA you
may need to take an RMD as well. Check with
SWA for RMD calculations, combining more
than one IRA, and how to handle an existing
401k if you are retired or still working.
If you are contributing to your employer’s
retirement plan such as a 401k or 403b and
want to maximize your annual contributions,
you can contribute up to $18,000 this year
($24,000 if you are at least age 50 by the end
of the year). Check with your employer or
send SWA your most recent paystub to see if
you need to bump up your contributions for
the remainder of 2017.
Until October...
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It's a scary thought — most of us have a large
amount of financial and personal information
that's readily accessible through the Internet, in
most cases protected by nothing more than a
username and password.
Create a strong password by using a
combination of lower- and upper-case letters,
numbers, and symbols or by using a random
phrase. Avoid using a password with your
personal information such as your name and
address. In addition, have a separate and
unique password for each account or website
that you use.
If you have trouble keeping track of all your
password information or you want an extra level
of password protection, consider using
password management software. Password
manager programs generate strong, unique
passwords that you control through a single
master password.

Follow the 3-2-1 rule
Backing up your online data is critical to avoid
losing valuable information due to a cyber
attack. If you have digital assets that you don't
want to risk losing forever, you should back

them up regularly. This pertains to data stored
on both personal computers and mobile
devices.
When backing up data, a good rule to follow is
the 3-2-1 rule. This rule helps reduce the risk
that any one event — such as a computer hacker
gaining access to your computer — will
compromise your primary data and backups. In
order to follow the 3-2-1 rule:
• Have at least three copies of your data (this
means a minimum of the original plus two
backups)
• Use at least two different formats (e.g., hard
drive and cloud-based service)
• Ensure that at least one backup copy is
stored in a separate location (e.g.,
safe-deposit box)

Stay one step ahead
Finally, the best way to avoid becoming the
victim of a cybercrime is to stay one step ahead
of the cybercriminals. Here are some extra
precautions you can take before you go online:
Consider using two-step authentication.
Two-step authentication, which involves using a
text or email code along with your password,
provides another layer of protection for your
sensitive data.
Keep an eye on your accounts. Notify your
financial institution immediately if you see
suspicious activity. Early notification not only
can stop the cyber thief but may limit your
financial liability.
Think twice before clicking. Beware of emails
containing links or asking for personal
information. Never click on a link in an email or
text unless you know the sender and have a
clear idea where the link will take you.
Be careful when you shop. When shopping
online, look for the secure lock symbol in the
address bar and the letters https: (as opposed
to http: ) in the URL. Avoid using public Wi-Fi
networks for shopping, as they lack secure
connections.
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Five Common Financial Aid Myths
With some private colleges now crossing the
once unthinkable $70,000-per-year mark in the
2017/2018 school year, and higher costs at
public colleges, too, financial aid is essential for
many families. How much do you know about
this important piece of the college financing
puzzle? Consider these financial aid myths.

Side note: The CSS/Financial Aid PROFILE, an
additional aid form required by most private
colleges, is more detailed than the FAFSA and
thus harder to fill out. It essentially takes a
financial snapshot of your family's past year,
current year, and upcoming year (it asks for
estimates for the latter).

1. My child won't qualify for aid because 3. If my child applies to a more
we make too much money
expensive school, we'll get more aid

Net price calculators
Net price calculators, available
on all college websites, provide
families with an advance
estimate of what their "net"
price will be at a particular
college based on their income,
assets, and personal family
information. The net price is
the price after grants and
scholarships are factored in.
This figure gives families a
much better idea of the real
cost of a particular college so
they can make well-informed
financial decisions.

Not necessarily. While it's true that family
income is the main factor in determining aid
eligibility, it's not the only factor. The number of
children you'll have in college at the same time
is a significant factor — for example, having two
children in college will cut your expected family
contribution (EFC) in half. Your assets, overall
family size, and age of the older parent also
play into the equation.

Not necessarily. Colleges determine your EFC
based on the income and asset information you
provide on the FAFSA and, where applicable,
the CSS PROFILE. Your EFC stays the same
no matter what college your child applies to.
The difference between the cost of a particular
college and your EFC equals your child's
financial need (sometimes referred to as
"demonstrated need"). The more expensive a
college is, the greater your child's financial
Side note: Even if you think your child won't
qualify for aid, you should still consider filing the need. But a greater financial need doesn't
automatically translate into a bigger financial
government's Free Application for Federal
Student Aid (FAFSA) for two reasons. First, all aid package — colleges aren't obligated to meet
students — regardless of income — who attend 100% of your child's financial need.
school at least half-time are eligible for
Side note: When making a college list, your
unsubsidized federal Direct Loans, and the
child can research a particular college's
FAFSA is a prerequisite for these loans.
generosity, including whether it meets 100% of
("Unsubsidized" means the student pays the
demonstrated need and if it replaces federal
interest during college, the grace period, and
loan awards with college grants in its aid
any loan deferment periods.) So if you want
packages.
your child to have some "skin in the game" by
4. We own our home, so my child won't
taking on a small student loan, you'll need to file
qualify for aid
the FAFSA. Second, the FAFSA is always a
prerequisite for college need-based aid and is
The FAFSA does not take home equity into
sometimes a prerequisite for college
account when determining a family's expected
merit-based aid. Bottom line? It's usually a
family contribution (it also does not consider the
good idea to file this form.
value of retirement accounts, cash value life
insurance, and annuities).

2. The form is too hard to fill out

Not really. Years ago, the FAFSA was
cumbersome to fill out. But now that it's online
at fafsa.ed.gov, it is much easier to complete.
The online version has detailed instructions and
guides you step by step. There is also a
toll-free number you can call with questions:
1-800-4-FED-AID. All advice is free. In addition,
a recent change has made the FAFSA even
easer to fill out: The FASFA now relies on your
tax information from two years prior rather than
one year prior (referred to as the "prior-prior
year" or the "base year"). For example, the
2017/2018 FAFSA relies on your 2015 tax
information, the 2018/2019 FAFSA relies on
your 2016 tax information, and so on. This
means that your necessary tax numbers will be
handy as you answer questions on the FAFSA.
The first time you file the FAFSA, you and your
child will need to create an FSA ID, which
consists of a username and password.

Side note: The CSS PROFILE does collect
home equity and vacation home information,
and some colleges may use it when distributing
their own institutional aid.

5. I lost my job after I submitted aid
forms, but there's nothing I can do now
Not true. If your financial circumstances change
after you file the FAFSA — and you can support
this with documentation — you can politely ask
the financial aid officer at your child's school to
revisit your aid package; the officer has the
authority to make adjustments if there have
been material changes to your family's income
or assets.
Side note: A blanket statement of "I can't afford
my family contribution" is unlikely to be
successful unless it is accompanied by a
significant changed circumstance that affects
your ability to pay.
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Does Your Business Need a Buy-Sell Agreement?
When you're mired deep in the day-to-day
challenges of the management of your
business, it's often hard to step out of the trees
and take a good hard look at the forest. But at
various points in the business cycle, it's
important to do just that. For example, one of
the key decisions you'll need to consider is
what would happen to your business if you
decide to step away, or you die or become
permanently disabled. A buy-sell agreement
can be a useful tool in helping you plan for
these circumstances.
The cost and availability of
life insurance depend on
factors such as age, health,
and the type and amount of
insurance purchased. As
with most financial
decisions, there are
expenses associated with
the purchase of life
insurance. Policies
commonly have mortality
and expense charges. In
addition, if a policy is
surrendered prematurely,
there may be surrender
charges and income tax
implications.
An individual disability
income policy could help
replace a percentage of your
income (up to the policy
limits) if you're unable to
work as a result of an
illness or injury. The policy
will stay in force, regardless
of your employment
situation, as long as you
pay the premiums.

What is a buy-sell agreement?
A buy-sell agreement is a legally binding
agreement that establishes when, to whom,
and at what price you can sell your interest in a
business. Buy-sell agreements are also known
as business continuation agreements and
buyout agreements.
You can create a buy-sell as a separate
agreement or you can include certain
provisions addressing the buy-sell issues in a
business's operating agreement. Regardless,
the agreement or provisions must clearly
identify the potential buyer, any restrictions and
limitations, and the conditions under which a
sale will occur. Under the terms of the
agreement, you and the buyer enter into a
contract for the transfer of your business
interest by you (or your estate) at the time of a
specified triggering event. Typical triggering
events include death, long-term disability,
retirement, divorce, personal insolvency or
bankruptcy, criminal conviction, loss of
professional license, and resignation or
termination of employment.
A well-crafted buy-sell agreement creates a
market for your business interest, establishes
its price, and provides cash to complete the
business purchase. The ability to fix the
purchase price as the taxable value of your
business makes a buy-sell agreement
especially useful in estate planning. That's
because if death is the triggering event, it can
help reduce the estate tax burden on your
heirs. Additionally, because funding for a
buy-sell agreement is typically arranged when
the agreement is executed, you're able to
ensure that funds will be available when
needed, providing your estate with liquidity that
may be needed for expenses and taxes.

arise at the time the ownership interest must be
bought back. When the buy-sell involves family
members, it must also be proven that the
transaction is comparable to an arms-length
sale between unrelated people and was
entered into for a bona fide business purpose.
After determining the value of the business,
you, your advisors, and other parties to the
agreement will determine the best way to fund
the transaction and the triggers appropriate for
your business situation. There are many
different ways to fund a buy-sell agreement,
including a sinking fund, cash, borrowed funds,
installment sale, self-canceling installment note,
private annuity, life insurance, and disability
insurance. Depending on the situation, one or
more of the possible methods may be used.

Types of structures
Buy-sell agreements can be structured to meet
the needs of both the business and its
owner(s), taking into consideration tax
consequences and individual goals. Following
are three types of buy-sell agreements, along
with brief descriptions of each:
• An entity purchase (or redemption)
buy-sell obligates the business to buy the
interests of the departing owner(s).
• With a cross-purchase buy-sell, each
owner agrees to buy a share of the departing
owner's interest. The business is not a party
to the transaction.
• A wait-and-see buy-sell is used when the
parties are unsure whether the business or
the owners will buy the business interest.
Typically, the business is given the first
option, and if it is not exercised, the
remaining owners are given the opportunity. If
the remaining owners do not wish to buy, the
business must purchase the interest.

Other considerations
Keep in mind that there are costs and possible
disadvantages involved in establishing a
buy-sell agreement. One such disadvantage is
that the agreement typically limits your freedom
to sell the business to outside parties.
If you think that a buy-sell agreement might
benefit you and your business, consult your
attorney, accountant, and financial professional.

Pricing the company and funding a
buy-sell agreement
A buy-sell should establish a formula for
determining the purchase price or state the
price outright. Without establishing this price in
advance, lengthy disputes and lawsuits can
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IMPORTANT DISCLOSURES
The information presented here is
not specific to any individual's
personal circumstances.
To the extent that this material
concerns tax matters, it is not
intended or written to be used, and
cannot be used, by a taxpayer for
the purpose of avoiding penalties
that may be imposed by law. Each
taxpayer should seek independent
advice from a tax professional
based on his or her individual
circumstances.
These materials are provided for
general information and
educational purposes based upon
publicly available information from
sources believed to be reliable—we
cannot assure the accuracy or
completeness of these materials.
The information in these materials
may change at any time and
without notice.

Is the Social Security Administration still mailing Social
Security Statements?
Your Social Security
Statement provides important
information about your Social
Security record and future
benefits. For several years, the Social Security
Administration (SSA) mailed these statements
every five years to people starting at age 25,
but due to budgetary concerns, the SSA has
stopped mailing Social Security Statements to
individuals under age 60.
Workers age 60 and over who aren't receiving
Social Security benefits will still receive paper
statements in the mail, unless they opt to sign
up for online statements instead. If you're age
60 or older, you should receive your statement
every year, about three months before your
birthday. The SSA will mail statements upon
request to individuals under age 60.
However, the quickest way to get a copy of
your Social Security Statement is to sign up for
a my Social Security account at the SSA
website, ssa.gov. Once you've signed

up, you'll have immediate access to your
statement, which you can view, download, or
print. Statement information generally includes
a projection of your retirement benefits at age
62, at full retirement age (66 to 67), and at age
70; projections of disability and survivor
benefits; a detailed record of your earnings; and
other information about the Social Security
program.
The SSA has recently begun using a two-step
identification method to help protect my Social
Security accounts from unauthorized use and
potential identity fraud. If you've never
registered for an online account or haven't
attempted to log in to yours since this change,
you will be prompted to add either your cell
phone or email address as a second
identification method. Every time you enter your
account username and password, you will then
be prompted to request a unique security code
via the identification method you've chosen,
and you need to enter that code to complete
the log-in process.

I just bought a vacation home. Do I need to purchase a
specific type of insurance?
Insuring a vacation home is
different from insuring a
primary residence. As a result,
you'll want to purchase
insurance that is specifically geared to this type
of property.

covered under standard homeowners
insurance, you'll want to consider separate
coverage for that peril as well. Homes
susceptible to hurricanes, wildfires, or
earthquakes might also require an
endorsement or separate policy.

The cost to insure a vacation home will vary,
depending on where the property is located and
the insurance company. Other factors, such as
the type of property and special amenities, may
also affect the cost of premiums.

Insurance premiums for vacation homes are
usually much higher than those for a primary
residence because of circumstances unique to
second homes (e.g., long periods of being
unoccupied, vandalism risk). However, you may
be able to save money by insuring your
Insurance that is specifically designed for
vacation home with the same company that
second/vacation homes can range from
standard coverage that protects against certain provides coverage for your primary residence.
named perils, to more comprehensive coverage You might also be eligible for other discounts,
such as those offered for newly built homes and
that protects against all perils (up to policy
those with an operating security system. Policy
limits), unless specifically excluded in the
discounts vary by state and insurer.
policy.
Depending on what the policy covers, you may
need to obtain additional protection (e.g.,
personal and liability property coverage)
through either an endorsement to your primary
homeowners policy or a separate policy. And if
your vacation home is located in an area that is
susceptible to flood damage, which is not

Be sure to shop around for the best coverage
and rates. You might also want to contact the
state department of insurance where your
vacation home is located for additional
information on the coverage and rate options
that may be available.
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