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Personal Wi-Fi 
 

Our last Newsletter (Cyber Security Series, Vol 7, No 4) dealt with using Public Wi-Fi access for your internet 

connections. This one will deal with your Personal Wi-Fi that you have at home.  

Your wireless router can be a prime target for hackers.  Below are some steps you can take to make your wireless 

router harder to hack. 

First, a word about your system. Your Wi-Fi has access through hardware called a Router. Common Routers are 

provided by Lincsys, Belkin and Netgear. Find the name of your Router and write it down. Look for the serial 

number and/or model number. The model number will be followed by a series of other numbers or letters. 

Next, you need to find the Router’s IP address or Internet Protocol. It may be a default or was modified when you 

set it up.  

For a Window’s system, click the Start button, go to the search box and type in ipconfig/all and hit enter. Scroll 

down and look for Default Gateway. The IP address is a series of numbers separated by periods, such as 

123.456.1.1. Write down the numbers. 

For Apple systems, click the Apple icon, and choose system preferences. Next click Network. If you are connected 

via Wi-Fi, then click Wi-Fi. Then click Advanced. The result will be your IP address.  

For most Routers, there is an app that the company has that you can go to on your tablet or your phone.  

With the information above, you can now change the user name, password and encryption settings using the app. 

Alternatively, you can go to the manufacturer’s website and search for the model number. They can provide you 

with the IP address.  

Now it is time to get secure. You need to change several items on your Router. Go to your web browser (Explorer, 

Google, Safari, etc.) and type in the IP address. Now you can log-in just like you did when you set it up or add 

another device. Find the Security tab, or Administrator tab, enter in a new user name and password. Click Save and 

Apply. 

Next, you need to get encrypted for the data that is transferred. Chose WPA2, WPA2-PKS, or WPA2-ENT. Restart 

your Router and modify your computers to have the new user name and password.  

Next, disable WPS. Log into the Router again and look for WPS or Wi-Fi Protected Setup. Try to disable WPS 

completely or if not allowed, limit the number of times someone can attempt to enter.  

The last step is to make sure your software (firmware) is updated and you have the latest version. You will need an 

Ethernet cable (looks like a big phone wire) to update.  



 
 

 

Newer Routers have better security so with all this from the above, you can see that starting from scratch can be a 

big advantage and when you do the initial set-up  

What I have provide above are general steps on securing your router, that I took away from a recent book I read by 

Sean M. Bailey and Devin Krupp titled Hack-Proof Your Life Now! These steps can be very technical, so getting 

someone in to complete the task or getting a new Router may be the best alternative.   The Wi-Fi encryption and 

passcodes are essential to protect your systems. Many stories have been told about people driving by a house and 

tapping into the Wi-Fi system and gain access.  

Throughout our income earning years, we take the necessary steps so that we may retire comfortably, both 

financially and emotionally.  We all do our best to keep our finances and information secure, but a small mistake or 

absent minded click can put us into Cyber Chasm that could take years to fix and be very expensive, draining you of 

all your efforts.  We are providing this series of our Client and Advisor Newsletters to alert you about some actions 

you should take to protect your own personal data so that what you worked so hard for can be protected. 

Our comprehensive program at Edu4Retirement, Inc. is designed to teach people about retirement and the various 

issues that confront each person as they make their solo journey into retirement.  To obtain copies of other series, 

visit our website at http://www.edu4retirement.com/p/newsletters. 

 
We are forever learning as we go through this process, since family dynamics, personal desires and amounts 
involved can be infinitely different. However, the patterns we see in personal behavior and decisions of our clients 
make our experience very helpful to most. 
 
We hope you enjoy the personal journey as we cover each of these issues.  Please rely upon us to help deliver the 
decisions that fit your desires and ultimately helping you to feel empowered about your retirement.  Michael 
Callahan and Steve Tillona are available for any questions that may arise as you make this journey.  You may 
contact us at: 
 
Michael Callahan: 
mc@edu4retirement.com 
860-863-4155 
 
Steven Tillona 
stillona@edu4retirement.com 
860-863-9984 
 
Edu4Retirement, Inc. specializes in providing retirement education and advice to our clients along with appropriate 
investment products to assist in mitigating retirement risk. Please think of us when it comes to retirement 
planning.  We appreciate your referrals. 
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