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How Fidelity Keeps You and Your Assets Safe Online

Our Security Measures
We employ the most sophisticated technologies and best practices
available to make certain that your sensitive information and accounts are
well protected: online, over the phone, and in person.
Protecting your online visits
Security questions and answers
We may prompt you to answer one of your security questions when you log in from a new
computer for the ﬁrst time or when you change your password. This will block those trying to
gain unauthorized access to your accounts. We allow you to create up to four security
questions in Your Proﬁle.
Username and password requirements
To help prevent unauthorized access, we prompt you to create a unique username and
password when you ﬁrst access your account. The strongest passwords are long and employ
a mix of numbers, upper and lower case letters, and special characters. Learn more about
updating your password
Extra login security
Our partners at Symantec make it possible for us to oﬀer two-factor authentication, a
technology that helps prevent someone from gaining illegal access to your accounts, even if
they've guessed your username and password.
Symantec's Validation and ID Protection (VIP) Access application will generate a random
code that you'll be asked to enter each time you log in to your Fidelity account. That extra
code makes it incredibly diﬃcult for someone attempting to penetrate our already robust
defensive measures. Learn more or download the application
Timed logoﬀ
At Fidelity, convenience and safety of your account is of utmost importance. To help lessen
the chance of unauthorized access of your account, we'll automatically log you oﬀ after
observing a period of inactivity.
Strong encryption
Your account activity is hidden from prying eyes as it travels over the Internet to our servers
thanks to our strong 128-bit, two-way data encryption. This is the strongest encryption
technology available to us. Look for the "https:" at the beginning of the web address to
know it's working. You'll see it even before you log in.
https://www.fidelity.com/security/our-security-measures?print=true
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Secure email
You can send our customer service team secure, encrypted messages once you're logged in
to our website. Never send us information regarding your accounts unless it's through this
secure channel. Have a question you need to send securely? Send us a secure message
We will never ask for your conﬁdential data like account numbers, username and passwords
via email. When we do email you, we digitally sign all customer emails so that you can verify
that the message isn't forged or altered.
Two-factor authentication
This enhanced security feature is designed to prevent someone from accessing your
account, even if they have your password. It requires you to verify your identity using a
random sequence of six numbers that can be sent to your mobile phone or alternate phone
number. See how two-factor authentication works

Protecting your phone interactions
Fidelity MyVoiceSM
With Fidelity MyVoice, you'll no longer have to enter PINs or a password when you call us.
Our voice recognition technology helps you interact with us securely and more
conveniently. Learn more about Fidelity MyVoiceSM

Safeguards inside Fidelity
Customer veriﬁcation
Whether you visit us online, by phone, or at an Investor Center, we always verify your
identity before granting access to your accounts.
Systems surveillance
We're on the lookout for suspicious irregularities across our network and infrastructure every
day, all day. We will promptly alert you if we spot a problem that aﬀects you.
Firewalls
Firewalls are protective barriers that defend Fidelity networks and computer systems from
hackers and cyber attacks trying to gain access into our data centers. We use some of the
strongest ﬁrewalls available in the industry to guard the information housed in our servers.
Fraud detection
We monitor transactions for suspicious and unusual behavior to ensure that they are
authentic and legitimate. If we detect abnormal activity in one of your accounts, we will
notify you immediately.
Security at our branches and oﬃces
Our security measures extend far beyond our website. We vigilantly monitor all work areas

https://www.fidelity.com/security/our-security-measures?print=true

2/3

9/13/2017

How Fidelity Keeps You and Your Assets Safe Online

in order to prevent theft or scrutiny of documents containing sensitive information. In
addition, authorized personnel can only enter work areas through use of a security badge.
Restricted access to data
We limit access to systems containing customer data to only those employees who need it
to conduct business. We continually monitor access and only grant it to new people on a
case-by-case basis.
Employee education
We make sure that our employees know and adhere to our security policies. We require
periodic training on our security policies for all personnel, no matter their department.
Personnel who work directly with customers receive extra training on emerging risks, such as
identity theft.
McAfee and the McAfee logo are registered trademarks of McAfee, Inc.
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Fidelity Customer Protection Guarantee
Fidelity is proud to oﬀer our Customer Protection Guarantee to give you
peace of mind when doing business with us. We value your business and
the trust that you have placed in Fidelity. Let's work together to keep your
assets safe and secure.
Fidelity will reimburse you for losses from unauthorized activity in covered
accounts occurring through no fault of your own.
How do I get this protection?
You are automatically covered for all cash and securities held in your covered Fidelity
account(s).
What accounts are covered?
Cash and securities in your retirement and non-retirement accounts with Fidelity Brokerage
Services LLC, as well as individual workplace retirement accounts under a 401(k), proﬁt
sharing, 403(b), or 457 plan for which Fidelity is the record keeper are covered.
What about Fidelity accounts managed by independent investment advisors?
Cash and securities in these Fidelity accounts are covered, but please be aware, as
described below, transactions made by your investment advisor for you are considered
authorized by you.
What actions must I take to be eligible?
You must frequently check your account information and promptly review correspondence,
account statements, and conﬁrmations as they are made available to you, but no later than
30 days after that information is posted to your account or delivered to you. Contact Fidelity
immediately at 800-544-6666 if you suspect any unauthorized account activity, errors,
discrepancies, lose the device you normally use to contact us, or if you have not received
your account statements. You must also maintain up-to-date contact information with us so
that you may continue to receive our important communications and to ensure that we can
contact you in case of suspected unauthorized activity.
What must I do to protect my accounts?
To be covered, you must adopt Fidelity's recommended security practices at Online Security
at Fidelity. Never share your account access information, including username, password and
answers to security questions, with anyone. Use a unique username and password for your

https://www.fidelity.com/security/customer-protection-guarantee?print=true
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Fidelity accounts. If you are a victim of identity theft, change your password and notify us
immediately.
What if I have a claim?
We will ask for your cooperation with our investigation and may ask you to take follow up
actions. For example, we may ask you to have a professional computer security company
clean your computer hard-drive or may ask you to ﬁle a police report, provide an aﬃdavit, or
sign a release. Fidelity will determine the applicability of the Customer Protection Guarantee
and any reimbursement amounts based on the facts of your situation. We do not cover
taxes, legal fees, lost opportunity costs, consequential/non-monetary damages or amounts
that have been or are eligible to be reimbursed, for example, by a depository bank or
through insurance.
What are examples of where I won't be covered?
If you grant authority to, or share your Fidelity account access credentials or information
with, any persons or entities, their activity will be considered authorized by you. Losses of
cash or securities transferred to outside accounts that are beneﬁcially owned by you are not
covered by this guarantee. Also not covered is any activity by an employer/plan
administrator, ﬁnancial intermediary, or third-party who is authorized by you to access your
data (or who received your data as a result of that access), or with whom you've shared your
username, password, or account number, or from malware or a breach of security that
aﬀects the systems of any of those parties.
What assets may not be covered?
Assets including certain annuities and insurance products, Fidelity Advisor Fund accounts,
Fidelity Destiny Plans, and Fidelity Advisor 529 accounts are not covered because they are
held away from or maintained by someone other than Fidelity.
What if I suspect fraud with my credit/debit cards or check-writing?
For credit and debit card and check-writing transactions, refer to the terms and conditions
sent with the card or ﬁrst order of checks.

Resources
Protect your accounts
Protect your identity
Read our privacy policy
The Fidelity Customer Protection Guarantee does not alter any agreements that you have with Fidelity and is oﬀered under
the laws of Massachusetts. Check back here for updates, which are eﬀective as of the publication date. © FMR LLC 2015.
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How Two-Factor Authentication Works
To help prevent unauthorized access to your account, we have
implemented an enhanced security feature to verify your identity.

What is two-factor authentication?
Two-factor authentication is a layer of security designed to prevent someone from accessing
your account, even if they have your password. Two-factor authentication requires you to
verify your identity using a random sequence of six numbers. You can choose to have this
security code sent to your mobile phone, or alternate phone number. Each security code is
used only once. It is not a password that you need to create and remember.

When would I get a security code?
You will get a security code to verify your identity when you perform highly sensitive
transactions such as setting up new bankwire instructions or changing your contact
information.
Logging in to your account from a device we don't recognize or using an Internet browser
you have not used before may prompt a security code.

https://www.fidelity.com/security/how-two-factor-authentication-works?print=true
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How do I get a security code?
Security codes are sent via text message or automated phone call to the contact information
we have in your Proﬁle. It’s important that you keep this information up to date so that we
can send you a security code when needed. Your carrier's standard messaging and data
rates may apply. Check your contact information now (Log In Required)

https://www.fidelity.com/security/how-two-factor-authentication-works?print=true
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What do I do when I get a security code?
Enter the security code where prompted.

If the code doesn't work, what should I do?
First, make sure you're using the security code that's in the message itself, not the incoming
number from the sender. If this doesn't solve the problem, do the following:
1. Select "Request a new code"
2. Complete the steps for requesting a new code. If you're receiving the code by phone,
make sure you are near that phone. We can only send text messages to a mobile phone.
For a landline phone, select an automated call.

What if I don't have my mobile phone with me?
Don't worry, you can still receive a security code. Simply log in to your account and request
that the code be sent to an alternate phone number that you have on ﬁle. If you don't have
an alternate number select the "Need help?" link to contact a Fidelity representative, who
can assist you

What if I don't own a mobile phone?
If you do not have a mobile phone, security codes may be sent to you through an automated
phone call to the day or evening phone number associated with your proﬁle.
765231.3.0
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Investor Protection Checklist

The educational checklist presented below is designed to help you take appropriate action to better protect you and your family and
mitigate risk of cyber fraud. Carefully review the items in each of the categories below to determine which apply to your unique situation.
TOPICAL AREA

ACTIONS TO CONSIDER

CHECk WHEN COMPLETED

Manage your
devices

• Install the most up-to-date antivirus and antispyware programs on all devices
(PCs, laptops, tablets, smartphones) and update these software programs as
they become available. These programs are most effective when users set them
to run regularly rather than just running periodic scans, which may not provide
maximum protection to your device.

o I’ve reviewed and understand all
the items in this topical area.
o I’ve taken action for those that
apply to my situation.

• Access sensitive data only through a secure location or device; never access
confidential personal data via a public computer, such as in a hotel or cybercafé.
• If you have children, set up a separate computer they can use for games and
other online activities.
Protect all
passwords

• Use a personalized custom identifier for financial accounts you access online.
Never use your Social Security number in any part of your login activity.

o I’ve reviewed and understand all
the items in this topical area.

• Regularly reset your passwords, including those for your email accounts. Avoid
using common passwords across a range of financial relationships.

o I’ve taken action for those that
apply to my situation.

• Avoid storing passwords in email folders. Consider using a password
manager program.
Surf the Web safely

Protect information
on social networks

Protect your
email accounts

• Do not connect to the Internet via unsecured or unknown wireless networks,
such as those in public locations like hotels or cybercafés. These networks may
lack virus protection, are highly susceptible to attacks, and should never be used
to access confidential personal data.

o I’ve reviewed and understand all
the items in this topical area.

• Limit the amount of personal information you post on social networking sites.
Never post your Social Security number (even the last four digits). Consider
keeping your birthdate, home address, and home phone number confidential.
We also discourage clients from posting announcements about births, children’s
birthdays, or loss of loved ones. Sharing too much information can make you
susceptible to fraudsters and allow them to quickly pass a variety of tests related
to the authentication of your personal information. Never underestimate the
public sources that individuals will use to learn critical facts about people.

o I’ve reviewed and understand all
the items in this topical area.

• Delete any emails that include detailed financial information beyond the time
that it’s needed. In addition, continuously assess whether you even need to
store any personal and financial information in an email account.

o I’ve reviewed and understand all
the items in this topical area.

• Use secure data storage programs to archive critical data and documents.

o I’ve taken action for those that
apply to my situation.

o I’ve taken action for those that
apply to my situation.

o I’ve taken action for those that
apply to my situation.

• Review unsolicited emails carefully. Never click links in unsolicited emails or in
pop-up ads, especially those that warn that your computer is infected with a
virus and request that you take immediate action.
• Establish separate email accounts for personal correspondence and financial
transactions.
Safeguard your
financial accounts

• Review all your credit card and financial statements as soon as they arrive
or become available online. If any transaction looks suspicious, immediately
contact the financial institution where the account is held.
• Never send account information or personally identifiable information over
email, chat, or any other unsecure channel.
• Suspiciously review any unsolicited email requesting personal information.
Further, never respond to an information request by clicking a link in an email.
Instead, type the Web site’s URL into the browser yourself.
• Avoid developing any online patterns of money movement, such as wires, that
cyber criminals could replicate to make money movement patterns appear
more legitimate.

o I’ve reviewed and understand all
the items in this topical area.
o I’ve taken action for those that
apply to my situation.

