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PROLOGUE

The oversight of electronic communications can be a daunting 
task for regulated and litigious organizations. Even the most 
well-meaning businesses can find themselves in alarming 
situations if they aren’t prepared to retain, monitor and produce 
employee communications. The spooky stories outlined in this 
book detail the horrors of being unprepared for a regulatory 
audit, a legal investigation, or worse. 

So, gather ‘round the campfire and prepare to be spooked.
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A NIGHTMARE ON WALL STREET

A senior compliance manager at a global investment firm hadn’t slept in weeks. Her team was working 
overtime to manage their supervisory obligations and they were still underwater. To top it all off, 
employees at the company were using unauthorized tools to communicate. She was at her wit’s end.

Then one night, working late at her desk, she saw an email notification so frightening that it knocked 
the overworked compliance manager out of her chair. She let out a bloodcurdling scream. 

FINRA had sent an examination notice. 

Her mind was spinning. What was she 
to do? Her boss had downplayed every 
request for a comprehensive compliance 
solution. “It costs too much,” he said on 
one occasion. “It’s too risky to move all 
that data,” he’d told her another time. 
“Things are fine as they are. If we open 
the door to other communication tools, 
it could end up being a free-for-all. Think 
of how busy you’d be then!”

But she knew that without up-to-date 
collaboration and conferencing platforms, the organization would suffer. There were signs of it 
everywhere. The firm was starting to have trouble recruiting new hires who scoffed at the idea of no 
texts or instant messages. They lost business to competitors who could respond to prospects with 
more agility. Even busy executive staff were pursuing other professional opportunities that could 
accommodate mobile communication methods. 

The senior compliance manager was going to have to take this situation into her own hands. The 
investment firm needed a comprehensive, scalable, cloud-based archive that could allow for the use 
of modern communication tools and integrate with other business intelligence solutions. The costs 
of maintaining their old archive and hiring additional staff to keep up with supervisory reviews was 
just too high.

It was time to face her fears, and make sure this audit would be the last one they did without a 
modern archive. The compliance manager shook it off, sat back up in her chair and began to outline 
a business-case that her boss wouldn’t be able to ignore.
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FRANKENSTEIN’S ARCHIVE

This story is about a compliance team at an energy trading company, who made the frightening 
discovery that they were dealing with a monster — of their own making. 

In budget meeting after budget meeting they had made the calculation that there weren’t funds available 
to upgrade their electronic communications archiving solution. The organization’s archive had been 
implemented long ago, to retain and preserve emails. Over the years, though, new communication 
channels and mobile devices had emerged as critical business tools. 

The company had mostly chosen the dark path of prohibiting the use of these modern communication 
tools. But with a growing, younger, and distributed workforce, they could no longer avoid the messaging 
applications or collaboration platforms their employees and customers demanded. 

Their in-house scientist, the head of IT, began to experiment with solutions in her lab. First, there was 
the email archive. Then she implemented an archive to preserve social media content. As demands for 
collaboration and conferencing platforms arose, so too did the need for individual archives. Pretty soon, 
her tinkering created a cobbled-together archiving solution that had developed a mind of its own. 

This monster of archives began to control the energy trading company’s compliance and legal departments. 
Their communications data was stored in various formats and in disparate locations. If they faced an audit 
or lawsuit, it would take strenuous effort and valuable hours piecing together required content. If they 
couldn’t prove to regulators they were following protocol, the organization would potentially be faced with 
fines and other damaging penalties.

The only way to defeat this monster would be a dedicated archiving provider and a holistic solution 
powerful enough for communications even yet to be unearthed.
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IN THE DARK

This grim tale follows a specialty private equity firm in a bustling west coast city. The growing organization 
had all the trappings of a successful financial business, building their investment portfolio by the day. 
Little did they know the dangers lurking in their employee electronic communications. 

A small group of the firm’s stakeholders were in their new top-floor office working through a 
routine internal audit one chilly October evening. Without the busy team even noticing, the sun had 
set and been replaced by a full moon that cast towering shadows across the city. 

As they pored over documents and crunched numbers, one of the team members in charge of 
reviewing compliance requirements stood up in a panic. He’d made a chilling discovery — the 
private equity firm had been abdicating their regulatory responsibility to supervise business-related 
communications for years. 

The group collectively gasped. No one knew what potentially risky or illegal communications had been 
sent or received on their behalf. 

The private equity firm had implemented an archiving solution to preserve electronic communications, 
as required by the SEC. Unfortunately, they’d been unaware of their additional obligation to proactively 
supervise those communications and monitor them for potential infractions. This scary oversight is all 
too common for smaller financial firms. 

To make matters worse, that night’s audit had 
revealed just how tight their budget was. 
The firm had just made this alarming 
discovery of their failure to supervise 
communications, but they didn’t have 
sufficient resources to set forth 
necessary supervisory procedures. 
They would have to build out an entire 
compliance division, procure the 
appropriate supervision technology, 
and hire and train a whole team of 
reviewers. There just weren’t any viable 
solutions.

How could they have been in the dark this 
the whole time? What were their options? Could 
they look to their archiving partner for expertise and 
assistance with the supervisory process? 
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UNINVITED GUESTS

This is a tale about one of the most revered technology companies in the world, and the unexpected 
visitors who would change the course of their business forever. 

Business was booming for this innovative organization, headquartered in a large metropolis. In just 
a few years they had developed many successful product lines and were implementing growth 
strategies in various company divisions. However, their growth may have come at a price. 

It was an unusually quiet autumn evening and the air was thick with fog. The downtown streets 
were empty when two shadowy figures emerged just outside the organization’s headquarters.  
The legal team, working late on a difficult contract negotiation heard a knock on the door.  
One of the attorneys peeked through the window and felt the blood drain from his face.   
He despondently walked to the door. 

That was the night this technology company had unexpected visitors — the litigators.

Upon their arrival, the litigators had immediate demands. 
They wanted access to the tech company’s 
employee communications for 
the last year — business-related 
text messages, social media posts 
and activity, chat and collaboration 
data, emails — all of it. Members 
of the organization were being 
investigated for insider trading. 

The company’s legal team was 
in a panic. They couldn’t work 
fast enough to expedite the litigators’ request. Communications data that had been preserved 
was scattered across archives and required technical assistance to obtain. Then there were 
communications that hadn’t been saved in the archive or were not accessible. The legal team had no 
choice but to ask every employee even tangentially related to the charges to make copies of every 
business-related email, chat or post from the previous year. Piecing together these communications 
in a complete and organized way was a nightmare.

What if the legal team couldn’t make it through pre-review and then prepare adequate documentation 
for the litigators, in the short window of time they were given? It could mean dire consequences for 
the technology company. Including further costly investigation, fines, and even criminal charges. 

The legal team was determined to find exonerating proof among the piles of disparate communications 
data. But it would require more time and costly resources to accomplish. Had they been able to 
quickly obtain and review the requested data from a single source of truth, they could have quickly 
and easily provided the litigators with documentation.

Would they be able to fully make their case and save the company from potential ruin?
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TALES FROM THE ENCRYPTED APP

A longtime securities broker was feeling disconnected. She had been working from home for a few 
months and missed having clients visit her office. Her quota was getting harder to meet. 

It started out innocently enough. Even though it was prohibited by the firm, the broker started using 
a popular encrypted messaging application through her work computer to conduct business with 
international clients. Pretty soon, she was communicating with select customers through her personal 
cell phone. And that’s when things went awry.

Encrypted messaging applications ensure that conversations can happen privately and securely. They 
are broadly used for international communications, both personal and business-related. For many 
companies, this is a welcome and extra-secure way to connect with each other and with customers. 
But encrypted apps can be used for nefarious purposes, too. 

For broker-dealer firms, what’s hidden within the walls of encryption can come at a frightening cost 
to the business and the broker. And that’s what happened in this cautionary tale.

In just a over a year, the broker had exchanged hundreds of messages with customers through this 
app. Her business had picked up substantially. She thought her transgressions would fly under the 
radar. Surely, regulators wouldn’t find out anyway; the messages were encrypted.

But they did.

Through a routine audit, the broker’s malfeasance was exposed. She was heavily fined and penalized. 
This drew attention to the firm, revealing that they hadn’t been capturing all required electronic 
communications. The total cost of the ordeal was incalculable. They lost customers who felt they 
couldn’t trust the firm anymore. Bad press about the incident caused irreparable damage to both the 
broker’s and the firm’s reputations. 

Was prohibiting this ubiquitous messaging app really the way for firms to avoid these incidents? It 
had initially saved this broker’s business. Were there technology solutions that could capture and 
preserve those communications and make it safe to use?



EPILOGUE
With the right archiving, compliance and e-discovery partner, your nightmares will be over. Smarsh 
offers comprehensive, future-focused solutions for regulatory preservation, communication 
oversight and e-discovery. Our professional services teams are there to help with supervisory 
review and audit assistance when resources are low. 

You can ensure you’ll be prepared for future regulatory audits, legal matters or investigations 
by capturing and preserving your most important electronic communications in a single archive. 
Make searching for specific content easier for all stakeholders with a single, secure repository 
that multiple collaborators can access.  

A simple user interface, advanced search features and multiple export options can help your 
organization save a significant amount of time collecting, processing and reviewing data. This 
helps control compliance and e-discovery costs by combining legal hold, search, review and 
export capabilities into one platform.  

With Smarsh, your organization can capture all necessary communications — from the most popular 
channels — in one place. Content is captured in full context with metadata and attachments, and 
messages are threaded for ease of review. 

Manage regulatory obligations and costly legal processes efficiently and effectively.

Don’t be spooked, give us a call.

Smarsh® is the recognized global leader in electronic communications archiving solutions for regulated organizations. 
The Smarsh Connected Suite provides innovative capture, archiving, e-discovery, and supervision solutions across 
the industry’s widest breadth of communication channels.

Smarsh provides its global client base with compliance built on confidence. Customers span the top banks in North 
America and Europe, along with leading brokerage firms, insurers, and registered investment advisors. Smarsh also 
enables federal and state government agencies to meet their public records and e-discovery requirements. For more 
information, visit www.smarsh.com.
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